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-ch|dren's Hospital Colorado Community Hazard Vulnerabilty Assessment (CHVA)

Enclosed you will find an improved version of the Hazard Vulnerability Assessment (HVA) that many health care institutions are currently using. We hope
you will find the improved tool valuable and that it will assist you in understanding/analyzing vulnerabilities affecting your organization and community.
The updated Community Hazard Vulnerability Assessment (CHVA) is based on the work of many partners, including Children’s Hospital Colorado and a
Wisconsin workgroup consisting of state and local emergency management and public health departments and tribal health and hospital emergency
planners. The CHVA incorporates the four phases of emergency management and takes an all hazards approach to address national and local planning
scenarios.

Why was the HVA renamed the CHVA?
The HVA has been renamed the CHVA due to the many partnerships used to create the tool and its potential value for any industry to use.
Can | customize the tool for my own needs?
YES! The tool is fully customizable; however, we have given it a General Public License to prevent it from being sold.
Why was the old HVA revised?
Having used the old HVA model for many years, we identified several implementation barriers and sought to engineer them out. Significant issues
addressed:
1. Did not reflect the current philosophy of the four phases of emergency management. Columns were added to reflect an internal and
external evaluation of the mitigation, preparedness, response, and recovery.
2. Lack of a clear input from external partners. Added "external review" based on the four phases of emergency management.
. Need for automatic analysis of data and answer the question "What does it mean to me? " Automatically populates graphs and reports.
4. Just because an event frequently occurs doesn't mean we have to respond. This may result in higher ratings from high frequency events.
A new column based on Response was added to offset the emphasis on Occurrence.
5. Some facilities do not like a percentage based rating. Added a non-weighted risk column.
6. Not easy to sort top HVA items. A tab was created to automatically identify the top 20 items for Occurrence, Response, and Non-
Weighted.
What is the difference between Occurrence and Response?
Occurrence is defined as the likelihood of the event to occur. Response is defined as the likelihood that the organization would have to respond. Just
because an event has a high probability of occurring does not mean that the organization would to have to respond. For example, tornados are common
in many states. Due to their likelihood of occurrence in a 30 year period, a high rating of 3 may apply. Does your organization respond to every reported
tornado in a 30 year period? Probably not, so a lower response rate of a 2 may apply.
Why are there three ways to rate the data?
The tool allows you to evaluate your events three different ways - Risk Occurrence, Risk Response or Non-weighted. It is up to the user to determine
which rating scale or a combination thereof, they will use. (The non-weighted risk removes the weighting scale but provides a larger range of numbers).
Acknowledgments: While many partners were involved in the evolution of the CHVA, special thanks are given to:
Primary Author: Philip Niemer — Children's Hospital Colorado. Aurora, Colorado
Wisconsin Department of Health Services, Public Health and Hospital Preparedness Programs. Madison, Wisconsin
Joseph Wathen, MD — Children's Hospital Colorado. Aurora, Colorado Mary Pancheri — Longmont Medical Center. Longmont, Colorado
Jenny Schmitz — Denver Health and Hospital Authority. Denver, Colorado Cindy Corsaro — Memorial Hospital. Colorado Springs, Colorado
Andrew Miller — Mercy Regional Medical Center. Durango, Colorado Robert Ritger — WHEPP Region 4 Coordinator. Onalaska, Wisconsin
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Instructions

These instructions are written to assist you in using the CHVA tool. They were not written to explain how to conduct a
vulnerability assessment. You must enable MACROS in order for the refresh button to work .

Step 1: Enter the name of your organization in Al on the red CHVA Tool — Data Entry tab. This will follow through on
all of the remaining tabs.

Step 2: Review the events in column A and change as necessary. WARNING — Do not delete or add a row. The
formulas and pivot tables are sensitive! Changes may result in inaccurate calculations.

Step 3: Enter your data to the right of each event. “White” cells are data entry cells and all other cells automatically
calculate. Ignore the numbers in the last three total columns while you are entering your data. (The top 20
events in each total column turn red and will change while data is being entered).

Step 4: Once all data is entered, click on the green Top 20 Events tab. You must refresh the screen in the Excel Data
Tab (top) or the REFRESH button (to the right) after making changes to the CHVA Tool.

Step 5: Evaluate your top five in each category to determine if the ratings are accurate and reassess as necessary.

NOTES: Throughout the different tabs, you will find notes near the top or the bottom to assist in using the tool.
WARNING: Don't delete or add a row in the CHVA Tool - Data Entry tab. The formulas and pivot tables are sensitive!
Changes may result in inaccurate calculations.

Tabs:

Foreword: A few questions and answers along with acknowledgement of key partners.

Information: Useful instructions for completion of the tool.

CHVA Tool - Data Entry: Enter your data here. Remember to hit the refresh button to populate the remainder of the
tabs.

Top 20 Events: Provides a one page summary of the top 20 events for three different ratings.

Top 30 Print: Provides a one page print out of the top 30 events.

Graphs: Ten graphs to assist in identifying gaps in your Emergency Management program.

High Risk Events: Summarizes your high occurrence 3's and High response 3's. These are your highest risk events.

High Occurrence and Response: Summarizes 3's based on either Occurrence or Response.

Documentation: Sample tools to assist with compliance. Customize based on your needs.
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Copyright (C) 2013 Children’s Hospital Colorado

This program is free software: you can redistribute it and/or modify it under the terms of the GNU General Public License as
published by the Free Software Foundation, either version 3 of the License, or (at your option) any later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU General Public License for more details in the tab
labeled "GNU GPL."

You should have received a copy of the GNU General Public License along with this program. If not, see

DISCLAIMER OF WARRANTIES AND LIMITATION OF LIABILITY

There is no warranty for the program, to the extent permitted by applicable law. Except when otherwise stated in writing the
copyright holders and/or other parties provide the program “as is” without warranty of any kind, either express or implied,
including, but not limited to, the implied warranties of merchantability and fitness for a particular purpose. The entire risk as to
the quality and performance of the program is with you. Should the program prove defective, you assume the cost of all
necessary servicing, repair or correction.

In no event unless required by applicable law or agreed to in writing will any copyright holder, or any other party who modifies
and/or conveys the program as permitted above, be liable to you for damages, including any general, special, incidental or
consequential damages arising out of the use or inability to use the program (including but not limited to loss of data or data being
rendered inaccurate or losses sustained by you or third parties or a failure of the program to operate with any other programs),
even if such holder or other party has been advised of the possibility of such damages.
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Community Hazard Vulnerability Assessment

This document is the Community Hazard Vulnerability Assessment (CHVA) tool. It is not a substitute for a comprehensive emergency preparedness program.
Individuals or organizations using this tool are solely responsible for any hazard assessment and compliance with applicable laws and regulations. When
possible, use the most appropriate data available to guide your assessment. In the absence of applicable data, rely on the best judgment of your staff and

partners.

INSTRUCTIONS:

Evaluate potential for event and response among the following categories using
the hazard-specific scale. Please note specific score criteria on the worksheet

to ensure accurate recording.

Issues to consider for probability include, but are not limited to:
1 Known risk
2 Historical data
3 Manufacturer/vendor statistics

Issues to consider for human impact include, but are not limited to:
1 Potential for death
2 Potential for injury requiring medical intervention

Issues to consider for property impact include, but are not limited to:
1 Cost to replace
2 Cost to set up temporary replacement
3 Cost to repair
4 Time to recover

Issues to consider for business impact include, but are not limited to:

1 Business interruption

2 Employees unable to report to work

3 Customers unable to reach facility

4 Company in violation of contractual agreements
5 Imposition of fines and penalties or legal costs
6 Interruption of critical supplies

7 Interruption of product distribution

8 Reputation and public image

9 Financial impact/burden

Children's Hospital Colorado

Issues to consider for mitigation, preparedness, response, and recovery
include, but are not limited to:

1 Status of current plans

2 Frequency of drills

3 Training status

4 Insurance

5 Availability of alternate sources for critical supplies/services
6 Time to marshal an on-scene response

7 Scope of response capability

8 Historical evaluation of response success

9 Time to prepare and mitigate which may be event specific

Issues to consider for internal resources include, but are not limited to:

1 Types of supplies on hand/will they meet need?

2 Volume of supplies on hand/will they meet need?

3 Staff availability

4 Availability of back-up systems

5 Internal resources ability to withstand disasters/survivability

Issues to consider for external resources include, but are not limited to:

1 Types of agreements with community agencies/drills?
2 Coordination with local and state agencies

3 Coordination with proximal health care facilities

4 Coordination with treatment specific facilities

5 Community resources
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Children's Hospital Colorado Trauma Rating: 1 Four Phases of Emergency Management Version 1.0 (8/13)
e RISK RISK Non
PROBABILITY HUMAN IMPACT PROPERTY IMPACT BUSINESS IMPACT MITIGATION PREPAREDNESS RESPONSE RECOVERY o R Weighted
Children's Hospital Colorado courrence SSBONST eighte
COMMUNITY HAZARD Likelihood of future occurrence and Pe:)(;eirl\:ja‘\]gr: dogfmilgi?_&grzg o Perc:;\;:gz;Lﬁgoepre;ile:‘/lél:zlgyeto be Pel;ze:ftfae%fezf::;L?eais:g(:gz to Internal External Internal External Internal External Internal External 5:;?;::9:‘;;3: 5:!?;::9:‘;;3: g;?g!:e?;;ta;
VU L N ERAB I L ITY facility response average occurrence of the hazard e LD M RO GO LEPET (Jurisdic-tional) | (Region/ State) | (Jurisdic-tional) | (Region/ State) | (Jurisdic-tional) [ (Region/ State) | (Jurisdic-tional) [ (Region/ State) percentage) percentage) number)
0=N/A (implausible) 0=N/A (no impact expected) 0=N/A (no impact expected) 0=N/A (no impact expected) _ . _ _ _ _ _ _ _ .
ASSESSMENT TOOL  |:= ow©1event/30years) 1= Low (<19 affected) 1= Low (<1% affected) 1= Low (<19 affected) e e 3o oibetantal )= Substanal 2= he i P 3 2 ibetantal ) .
2 = Moderate (2-3 events / 30 years) 2 = Moderate (1-10% affected) 2 = Moderate (1-10% affected) 2 = Moderate (1-10% affected) 5 - L_o _er:te 9 - L.O _er:te 5 - L.O _er:te 3 - Limited 5 - Limited 3 - Limited 5 - L.O _er:te g - L.O _er:te 0-100% 0i100% 02198
3= ngh (4+ events /130, years) 3= ngh ()10% affected) 3= ngh (>10% affecled) 3= ngh ()10% affected) = Limited or none = Limited or none = Limited or none = Limited or none = Limited or none = Limited or none = Limited or none = Limited or none
National Planning Scenarios Occurrence | Response
Biological Attack — Aerosol Anthrax 3 3 1 2 3 1 2 2 1 3 2 1 2 60% 60% 120
Biological Attack — Food Contamination 3 3 1 2 3 1 2 2 1 3 2 1 2 60% 60% 120
Biological Attack — Foreign Animal Disease 3 2 1 2 3 1 2 2 1 3 2 1 2 60% 40% 100
Biological Attack — Plague 3 2 1 2 3 1 2 2 1 3 2 1 2 60% 40% 100
Biological Disease Outbreak — Pandemic flu 1 2 1 2 3 1 2 2 1 3 2 1 2 20% 40% 60
Chemical Attack — Blister Agent 1 2 1 2 3 1 2 2 1 3 2 1 2 20% 40% 60
Chemical Attack — Chlorine Tank Explosion 1 2 1 2 3 1 2 2 1 3 2 1 2 20% 40% 60
Chemical Attack — Nerve Agent 1 2 1 2 3 1 2 2 1 3 2 1 2 20% 40% 60
Chemical Attack — Toxic Industrial Chemicals 1 2 1 2 3 1 2 2 1 3 2 1 2 20% 40% 60
Cyber Attack 1 2 1 2 3 1 2 2 1 3 2 1 2 20% 40% 60
Explosives Attack — Improvised Explosive 1 2 1 2 3 1 2 2 1 3 2 1 2 20% 40% 60
Natural Disaster — Major Earthquake 1 2 1 2 3 1 2 2 1 3 2 1 2 20% 40% 60
Natural Disaster — Major Hurricane 1 2 1 2 3 1 2 2 1 3 2 1 2 20% 40% 60
Nuclear Detonation — Improvised Device 1 2 1 2 3 1 2 2 1 3 2 1 2 20% 40% 60
Radiological Attack — Radiological Dispersal 1 2 1 2 3 1 2 2 1 3 2 1 2 20% 40% 60
0% 0% 0
0% 0% 0
Average: 1.53 2.13 1.00 2.00 3.00 1.00 2.00 2.00 1.00 3.00 2.00 1.00 2.00
Naturally Occurring Events
Avalanche 3 3 1 2 3 2 2 3 1 1 3 2 1 63% 63% 126
Dam Inundation 3 3 1 2 3 2 2 3 1 1 3 2 1 63% 63% 126
Drought 2 2 1 2 3 2 2 3 1 1 3 2 1 42% 42% 84
Earthquake 2 2 1 2 3 2 2 3 1 1 3 2 1 42% 42% 84
Epidemic/Pandemic 1 2 1 2 3 2 2 3 1 1 3 2 1 21% 42% 63
Flood (External) 1 2 1 2 3 2 2 3 1 1 3 2 1 21% 42% 63
Hail 1 2 1 2 3 2 2 3 1 1 3 2 1 21% 42% 63
High Winds 1 2 1 2 3 2 2 3 1 1 3 2 1 21% 42% 63
Hurricane 1 2 1 2 3 2 2 3 1 1 3 2 1 21% 42% 63
Ice Storm 1 2 1 2 3 2 2 3 1 1 3 2 1 21% 42% 63
Insect Infestation 1 2 1 2 3 2 2 3 1 1 3 2 1 21% 42% 63
Landslide 1 2 1 2 3 2 2 3 1 1 3 2 1 21% 42% 63
Severe Blizzard/Snow Fall 1 2 1 2 3 2 2 3 1 1 3 2 1 21% 42% 63
Severe Thunderstorm 1 2 1 2 3 2 2 3 1 1 3 2 1 21% 42% 63
Solar Flares 1 2 1 2 3 2 2 3 1 1 3 2 1 21% 42% 63
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e RISK RISK Non
*Chiidren‘s Mospital Colorsdt PROBABILITY HUMAN IMPACT PROPERTY IMPACT BUSINESS IMPACT MITIGATION PREPAREDNESS RESPONSE RECOVERY occurrence R — Weighted
V(i Percentage of population likely to |Percentage of properties likely to be| Percentage of businesses likely to Relative threat Relative threat | Realtive threat
CO\'}”U'\CL#\IIE';;;'EIZ%RD [N o e crcledunceren e underen everege - befceundat averege | (1,1 | (cogions e | uricis-dona| rpion tete | uracitonat)| (Regions St | urishe-ionat | reont sy | eesses i | ccresses i (RS
ASSESSMENT TOOL  [i=ton(oeunizsyeus 1= Low (< oot L Low (o3 ety T T NI vl el Sl A e 2 hodows  [2-voseme | 0-100% | o0-100% | 0-108
2= Moderate (2-3 events / 30 years) 2= Moderate (1-10% affected) 2= Moderate (1-10% affected) 2=Moderate (1-10% affected) 3 = Limited or none |3 = Limited or none |3 = Limited or none [3 = Limited or none |3 = Limited or none [3 = Limited or none |3 = Limited or none |3 = Limited or none
3 = High (4+ events / 30 years) 3 = High (>10% affected) 3 = High (>10% affected) 3 = High (>10% affected)
Temperature Extreme (Cold) 1 2 1 2 3 2 2 3 1 1 3 2 1 21% 42% 63
Temperature Extreme (Hot) 1 2 1 2 3 2 2 3 1 1 3 2 1 21% 42% 63
Tidal Wave 1 2 1 2 3 2 2 3 1 1 3 2 1 21% 42% 63
Tornado 1 2 1 2 3 2 2 3 1 1 3 2 1 21% 42% 63
Volcano 1 2 1 2 3 2 2 3 1 1 3 2 1 21% 42% 63
Wild Fire 1 2 1 2 3 2 2 3 1 1 3 2 1 21% 42% 63
0% 0% 0
0% 0% 0
Average: 1.29 2.10 1.00 2.00 3.00 2.00 2.00 3.00 1.00 1.00 3.00 2.00 1.00
Human Related Events
Active Shooter 3 3 3 1 2 2 2 1 3 2 3 1 1 63% 63% 126
Bomb Threat 3 3 3 1 2 2 2 1 3 2 3 1 1 63% 63% 126
Civil Disturbance 2 2 3 1 2 2 2 1 3 2 3 1 1 42% 42% 84
Forensic Admission 2 2 3 1 2 2 3 1 3 2 3 1 1 44% 44% 88
Hostage Situation 2 1 3 1 2 2 2 1 3 2 3 1 1 42% 21% 63
Infant Abduction 2 1 3 1 2 2 2 1 3 2 3 1 1 42% 21% 63
Labor Action 2 1 3 1 2 2 2 1 3 2 3 1 1 42% 21% 63
Mass Casualty (Trauma) 2 1 3 1 2 2 2 1 3 2 3 1 1 42% 21% 63
Missing Child 2 1 3 1 2 2 2 1 3 2 3 1 1 42% 21% 63
Staffing Shortage 2 1 3 1 2 2 2 1 3 2 3 1 1 42% 21% 63
Violence in the ED 2 1 3 1 2 2 2 1 3 2 3 1 1 42% 21% 63
VIP Situation 2 1 3 1 2 2 2 1 3 2 3 1 1 42% 21% 63
Workplace Violence 2 1 3 1 2 2 2 1 3 2 3 1 1 42% 21% 63
0% 0% 0
0% 0% 0
Average: 2.15 1.46 3.00 1.00 2.00 2.00 2.08 1.00 3.00 2.00 3.00 1.00 1.00
Hazardous Materials Events
Decontamination 3 3 2 3 1 2 2 1 1 2 2 3 3 67% 67% 132
HAZMAT Spill (Internal) 3 3 2 3 1 2 2 1 1 2 2 3 3 67% 67% 132
HAZMAT Spill (External) 2 1 2 3 1 2 2 1 1 2 2 3 3 44% 22% 66
Indoor Air Quality Issues 2 1 2 3 1 2 2 1 1 2 2 3 3 44% 22% 66
Large Internal Spill 2 1 2 3 1 2 2 1 1 2 2 3 3 44% 22% 66
Radiologic Exposure (Internal) 2 1 2 3 1 2 2 1 1 2 2 3 3 44% 22% 66
Radiological Incident (External) 2 1 2 3 1 2 2 1 1 2 2 3 3 44% 22% 66
Small-Medium Sized Internal Spill 2 1 2 3 1 2 2 1 1 2 2 3 3 44% 22% 66
Unknown Explosion 2 1 2 3 1 2 2 1 1 2 2 3 3 44% 22% 66
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e RISK RISK Non
PROBABILITY HUMAN IMPACT PROPERTY IMPACT BUSINESS IMPACT MITIGATION PREPAREDNESS RESPONSE RECOVERY o R Weighted
Children’s Hospital Colorado ceurrence esponse SN
V(i Percentage of population likely to |Percentage of properties likely to be| Percentage of businesses likely to Relative threat Relative threat | Realtive threat
Likelihood of future occurrence and P - Internal External Internal External Internal External Internal External 5 2 5 = o .
COM M U N ITY HAZAR D facility response be injured or killed under an affected under an average be affected under an average (urisdic-tional) | (Region/ State) | (Jurisdic-tional) | (Region/ State) | Gurisdic-tional) | (Region/ state) | @urisdic-tional) | (Region/ State) (increases with (increases with | (increases with
VU L N ERAB I L ITY average occurrence of the hazard occurrence of the hazard occurrence of the hazard percentage) percentage) number)
0=N/A (implausible) 0=N/A (no impact expected) 0=N/A (no impact expected) 0=N/A (no impact expected) _ . _ _ _ P _ S _ .
ASSESSMENT TOOL  |:=tow©1event/30years) 1= Low (<19 affected) 1= Low (<1% affected) 1= Low (<19 affected) e e 3o oibetantal ) = Substanal 2= T omanial 22 T poetantal |1 = Substantal Do GG o TG D 15
2 = Moderate (2-3 events / 30 years) 2 = Moderate (1-10% affected) 2 = Moderate (1-10% affected) 2 = Moderate (1-10% affected) i L.° f’: © i L.° f’: © o L.° f’: © i e i o L.° f’: e i L.° f’: e - @ - ® -
3 = High (4+ events / 30 years) 3 = High (>10% affected) 3 = High (>10% affected) 3 = High (>10% affected) = Limited or none = Limited or none |3 = Limited or none |3 = Limited or none |3 = Limited or none |3 = Limited or none |3 = Limited or none |3 = Limited or none
0% 0% 0
0% 0% 0
Average: 2.22 1.44 2.00 3.00 1.00 2.00 2.00 1.00 1.00 2.00 2.00 3.00 3.00
Technologic Events
Communications Failure 3 3 3 2 2 2 3 1 2 2 2 3 3 75% 75% 150
Infant Security Alarm Failure 3 3 3 2 2 2 3 1 2 2 2 3 3 75% 75% 150
Information Systems Failure 2 3 3 2 2 2 3 1 2 2 2 3 3 50% 75% 125
Magnetic Resonance Imaging (MRI) Incident 2 3 3 2 2 2 3 1 2 2 2 3 3 50% 75% 125
Network Failure 2 2 3 2 2 2 3 1 2 2 2 3 3 50% 50% 100
Pharmacy Medication Dispenser Failure 2 2 3 2 2 2 3 1 2 2 2 3 3 50% 50% 100
Security Card Access Failure 2 2 3 2 2 2 3 1 2 2 2 3 3 50% 50% 100
Security Video Surveillance 2 2 3 2 2 2 3 1 2 2 2 3 3 50% 50% 100
0% 0% 0
0% 0% 0
Average: 2.25 2.50 3.00 2.00 2.00 2.00 3.00 1.00 2.00 2.00 2.00 3.00 3.00
Utility Events
Broken Water Main (Internal) 3 3 2 3 1 1 2 1 2 3 1 2 2 60% 60% 120
Broken Water Main (External) 3 3 2 3 1 1 2 1 2 3 1 2 2 60% 60% 120
Compressed Gas Cylinder Leak/Failure 2 3 2 3 1 1 2 1 2 3 1 2 2 40% 60% 100
Electrical Failure 2 3 2 3 1 1 2 1 2 3 1 2 2 40% 60% 100
Elevator Failure 2 1 2 3 1 1 2 1 2 3 1 2 2 40% 20% 60
Fire (Internal) 2 1 2 3 1 1 2 1 2 3 1 2 2 40% 20% 60
Fire Detection/Alarm Failure 2 1 2 3 1 1 2 1 2 3 1 2 2 40% 20% 60
Fire Suppression Failure 2 1 2 3 1 1 2 1 2 3 1 2 2 40% 20% 60
Flood (Internal) 2 1 2 3 1 1 2 1 2 3 1 2 2 40% 20% 60
Fuel Shortage 2 1 2 3 1 1 2 1 2 3 1 2 2 40% 20% 60
Generator Failure 2 1 2 3 1 1 2 1 2 3 1 2 2 40% 20% 60
HVAC Failure 2 1 2 3 1 1 2 1 2 3 1 2 2 40% 20% 60
Loss of Bulk Oxygen 2 1 2 3 1 1 2 1 2 3 1 2 2 40% 20% 60
Medical Gas Failure 2 1 2 3 1 1 2 1 2 3 1 2 2 40% 20% 60
Medical Vacuum Failure 2 1 2 3 1 1 2 1 2 3 1 2 2 40% 20% 60
Natural Gas Failure 2 1 2 3 1 1 2 1 2 3 1 2 2 40% 20% 60
Natural Gas Leak 2 1 2 3 1 1 2 1 2 3 1 2 2 40% 20% 60
Oxygen Leak 2 1 2 3 1 1 2 1 2 3 1 2 2 40% 20% 60
Potable Water Failure 2 1 2 3 1 1 2 1 2 3 1 2 2 40% 20% 60
Process Water Failure 2 1 2 3 1 1 2 1 2 3 1 2 2 40% 20% 60
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e RISK RISK Non
-chid,eng Mospital Colorsdt PROBABILITY HUMAN IMPACT PROPERTY IMPACT BUSINESS IMPACT MITIGATION PREPAREDNESS RESPONSE RECOVERY occurrence R — Weighted
V(i Percentage of population likely to |Percentage of properties likely to be| Percentage of businesses likely to Relative threat Relative threat | Realtive threat
CO\'}”UMLL#\I‘E';; ;I'E‘IZ% R oo | e orkedunderan | affectodunderan avrage | o afecedundranaverste | 1575 | (i st | i ona)| Reton ) [ st o (e St | i sona | Reton ey | (esseswth | Gnrses v {eeases it
ASSESSMENT TOOL  [i=taw (o et 50seee 22 Low (<o ey 1= Low (e ety T NN vl el Sl o b voreme. |22 Zvodwate |2- Mot 0-100% | o0-100% | o0-198
BSLILEE ORI ENETR) e gl d10pslaiecter) Bell I HOCIEATE) 2 oael gl dL0pslaliecter) 3= Limited or none |3 = Limited or none |3 = Limited or none |3 = Limited or none |3 = Limited or none |3 = Limited or none |3 = Limited or none |3 = Limited or none
3 = High (4+ events / 30 years) 3 = High (>10% affected) 3 = High (>10% affected) 3 = High (>10% affected)
Sewer Failure 2 1 2 3 1 1 2 1 2 3 1 2 2 40% 20% 60
Steam Failure 2 1 2 3 1 1 2 1 2 3 1 2 2 40% 20% 60
Structural Damage 2 1 2 3 1 1 2 1 2 3 1 2 2 40% 20% 60
Tube System Failure 2 1 2 3 1 1 2 1 2 3 1 2 2 40% 20% 60
0% 0% 0
0% 0% 0
Average: 2.08 1.33 2.00 3.00 1.00 1.00 2.00 1.00 2.00 3.00 1.00 2.00 2.00
Geographic Events
Proximity to nuclear power plants 3 3 2 2 2 3 2 2 2 1 1 2 2 63% 63% 126
Proximity to Bridges 3 3 2 2 2 3 2 2 2 1 1 2 2 63% 63% 126
Proximity to bus terminals 2 2 2 2 2 3 2 2 2 1 1 2 2 42% 42% 84
Proximity to Civic/Sports Events 2 2 2 2 2 3 2 2 2 1 1 2 2 42% 42% 84
Proximity to companies that produce, store, use, 2% 22%
or transport hazardous materials 2 2 2 2 2 3 2 2 2 1 1 2 2 84
Proximity to Federal buildings 2 2 2 2 2 3 2 2 2 1 1 2 2 42% 42% 84
Proximity to Festivals 2 2 2 2 2 3 2 2 2 1 1 2 2 42% 42% 84
Proximity to flood plains, faults, and dams 2 2 2 2 2 3 2 2 2 1 1 2 2 42% 42% 84
Proximity to local schools and universities 2 2 2 2 2 3 2 2 2 1 1 2 2 42% 42% 84
Proximity to major trans. routes and airports 2 2 2 2 2 3 2 2 2 1 1 2 2 42% 42% 84
Proximity to Parks 2 2 2 2 2 3 2 2 2 1 1 2 2 42% 42% 84
Proximity to train stations 2 2 2 2 2 3 2 2 2 1 1 2 2 42% 42% 84
0% 0% 0
0% 0% 0
Average: 217 217 2.00 2.00 2.00 3.00 2.00 2.00 2.00 1.00 1.00 2.00 2.00
Physical Events
Asbestos release during const. or renovation 3 3 3 1 2 3 1 1 2 1 2 2 2 60% 60% 120
Building/parking structure failure 3 3 3 1 2 3 1 1 2 1 2 2 2 60% 60% 120
Layout of the equipment 2 2 3 1 2 3 1 1 2 1 2 2 2 40% 40% 80
The physical construction of the facility 2 2 3 1 2 3 1 1 2 1 2 2 2 40% 40% 80
Evacuation routes and exits 2 2 3 1 2 3 1 1 2 1 2 2 2 40% 40% 80
Hazardous processes or byproducts 2 2 3 1 2 3 1 1 2 1 2 2 2 40% 40% 80
Proximity of shelter areas 2 2 3 1 2 3 1 1 2 1 2 2 2 40% 40% 80
Facilities for storing biohazardous wastes 2 2 3 1 2 3 1 1 2 1 2 2 2 40% 40% 80
Facilities for storing combustibles 2 2 3 1 2 3 1 1 2 1 2 2 2 40% 40% 80
Facilities for storing hazardous chemical waste 2 2 3 1 2 3 1 1 2 1 2 2 2 40% 40% 80
Lighting 2 2 3 1 2 3 1 1 2 1 2 2 2 40% 40% 80
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L] RISK RISK Non
*Children's Mospital Colorsdt PROBABILITY HUMAN IMPACT PROPERTY IMPACT BUSINESS IMPACT MITIGATION PREPAREDNESS RESPONSE RECOVERY occurrence R — Weighted
COMMUNITY HAZARD | St srece | ™ i | st anovnge | e sotomernovan | o, 0 | S | oot | oo | e | e | e i | iesein | ocesensin |isestan
VU L N ERAB I L ITY average occurrence of the hazard occurrence of the hazard occurrence of the hazard g 9 g g percentage) percentage) -
ASSESSMENT TOOL  [i=tow om0y -iow (Dt | I-lon(eaoud | dclwChoamecw IS fisbsmia s 4osws o o Jissbeei (s | [
Es m‘;‘:‘e(rjiee(fe':lz‘;e;(;sy’;?s;’ea's) 2z mi‘;f‘egf;%‘fz':gz‘:g)e“ed) 22 xg‘:}?ﬁ%&:&:&:ﬁ;md) 2z m‘;‘:‘e('ftleo‘f/:';gz‘:g)e“ed) 3 = Limited or none |3 = Limited or none |3 = Limited or none [3 = Limited or none |3 = Limited or none [3 = Limited or none |3 = Limited or none |3 = Limited or none
0% 0% 0
0% 0% 0
Average: 2.18 2.18 3.00 1.00 2.00 3.00 1.00 1.00 2.00 1.00 2.00 2.00 2.00
Other Events
Airplane Crash 3 3 3 3 3 2 3 1 2 1 2 2 3 2% 72% 150
Evacuation 3 3 3 3 3 2 3 1 2 1 2 2 3 72% 2% 150
Helicopter Incident 2 1 3 3 3 2 3 1 2 1 2 2 3 48% 24% 75
Intentional Vehicular Incident 2 1 3 3 3 2 3 1 2 1 2 2 3 48% 24% 75
Isolation Capacity 2 1 3 3 3 2 3 1 2 1 2 2 3 48% 24% 75
Loss of Key Supplier 2 2 3 3 3 2 3 1 2 1 2 2 3 48% 48% 100
Supply Shortage 2 2 3 3 3 2 3 1 2 1 2 2 3 48% 48% 100
0% 0% 0
0% 0% 0
0% 0% 0
0% 0% 0
0% 0% 0
Average: 2.29 1.86 3.00 3.00 3.00 2.00 3.00 1.00 2.00 1.00 2.00 2.00 3.00
Overall Average: 2.02 1.91 2.22 211 2.11 2.00 212 1.44 1.78 1.78 2.00 2.00 211
Revised: 8/5/2013

NOTE: The top 20 events automatically turn red in the last three columns.
NOTE: If you do not use an Event, clear out all of the data -- including the zero -- as it will impact the Average rating.
NOTE: Weighting is X2 for the four phases of emergency management planning.

WARNING: Do NOT delete or add Rows in the spreadsheet. The formulas and pivot tables are sensitive! Changes may result in inaccurate calculations. To change an event, simply delete or replace the events in Column A.

RECOMMENDATION: Hide the three end columns when conducting the assessment with your partners.
RECOMMENDATION: When meeting with your community partners to complete your site CHVA, only allow them to modify the external columns in the four phases of EM. If you are conducting a regional assessment, then allow all of the other columns to be modified.
RECOMMENDATION: Additional columns could be added to the right of the form to document justification/notes for each rating.




*«Childre n's Hospital Colorado

Must refresh the screen in the Data Tab or Press the REFRESH Button to the right after making changes to the CHVA Tool.

Children's Hospital Colorado

Risk Occurrence

Risk Response

Non Weighted Risk

1 Communications Failure 75% 1 Information Systems Failure 75% 1 Airplane Crash 150
2 Infant Security Alarm Failure 75% 2 Magnetic Resonance Imaging (MRI) Incident 75% 2 Infant Security Alarm Failure 150
3 Evacuation 72% 3 Communications Failure 75% 3 Communications Failure 150
4 Airplane Crash 72% 4 Infant Security Alarm Failure 75% 4 Evacuation 150
5 HAZMAT Spill (Internal) 67% 5 Evacuation 72% 5 Decontamination 132
6 Decontamination 67% 6 Airplane Crash 72% 6 HAZMAT Spill (Internal) 132
7 Proximity to nuclear power plants 63% 7 HAZMAT Spill (Internal) 67% 7 Avalanche 126
8 Avalanche 63% 8 Decontamination 67% 8 Dam Inundation 126
9 Dam Inundation 63% 9 Bomb Threat 63% 9 Bomb Threat 126
10  Active Shooter 63%| 10 Proximity to nuclear power plants 63%] 10 Proximity to Bridges 126
11  Proximity to Bridges 63%| 11 Dam Inundation 63%| 11  Active Shooter 126
12 Bomb Threat 63%| 12  Active Shooter 63%] 12  Proximity to nuclear power plants 126
13  Asbestos release during const. or renovation 60%| 13 Avalanche 63%| 13 Magnetic Resonance Imaging (MRI) Incident 125
14  Biological Attack — Plague 60%| 14  Proximity to Bridges 63%| 14 Information Systems Failure 125
15  Broken Water Main (Internal) 60%| 15 Compressed Gas Cylinder Leak/Failure 60%| 15 Broken Water Main (External) 120
16  Biological Attack — Food Contamination 60% 16  Broken Water Main (External) 60%| 16 Biological Attack — Aerosol Anthrax 120
17  Broken Water Main (External) 60%| 17  Building/parking structure failure 60%| 17 Asbestos release during const. or renovation 120
18  Building/parking structure failure 60% 18  Electrical Failure 60%| 18 Building/parking structure failure 120
19 Biological Attack — Foreign Animal Disease 60% 19 Biological Attack — Aerosol Anthrax 60%| 19 Biological Attack — Food Contamination 120
20  Biological Attack — Aerosol Anthrax 60%| 20  Asbestos release during const. or renovation 60%] 20 Broken Water Main (Internal) 120

NOTE: The top 20 events on the CHVA are listed with the top five in each risk category highlighted yellow.
NOTE: If an event is not listed in your top 20, but is highlighted red on the Data Entry tab, it means that the event has the same ratings as your number 20 event.
NOTE: You must enable MACROS in order for the refresh button to work.

Children's Hospital Colorado

3/31/2014




HVA Based on Risk Occurrence

Children's Hospital Colorado Trauma Rating: 1 Four Phases of Emergency Management
e PROBABILITY HUMAN IMPACT PROPERTY IMPACT BUSINESS IMPACT MITIGATION PREPAREDNESS RESPONSE RECOVERY RIS LS Non Weighted
s ; < Occurrence Response
‘YC hildren's Hospital Colorado
COMMUNITY HAZARD | theineodottuure cccunence | Pe=ree fpomustoren o [Pecrigecpinenicson obe) Pecegitiusnessesiob 0| et | g | o | oxoma | oo | oo [ | gt | Gottve e | S e | R s
and facility response (Jurisdictional) | (Region/State) | (Jurisdictional) | (Region/State) | (Jurisdictional) (Region/state) | (Jurisdictional) | (Region/State)
VU L N E RA B I L ITY average occurrence of the hazard occurrence of the hazard occurrence of the hazard percentage) percentage) number)
ASSESSMENT TOOL 2 z ':é‘; ((g"‘l":/“;i]t"f;o S 2 z [‘éﬁv é:;’;,om:ﬁa:é‘zz)”e°‘e‘” 2 z %Cv ((:;’;om:ﬁa:é‘zz’;e“e‘” 2 z Eé:/ ((:;’;om:;:c‘;z)pe“e“) 1= Substanil 1=Substanal 1= Substantal 1= Substantal  f1= Subsanial 1= 1= 1= ; ;

p= M_oderate BRSNS 2= M_oderate (losarsEd) as M_oderate (osarsed) as M_oderate (Rosarsed) g ; Limited or none ;; Limited or none ;; Limited or none |3 ; Limited or none |3 ; Limited or none g; Limited or none g ; Limited or none ;; Limited or none 0-100% 0-100% 0-198

3 = High (4+ events / 30 years) 3 = High (>10% affected) 3 = High (>10% affected) 3 = High (>10% affected)

Occurrence| Response
Infant Security Alarm Failure 3 3 3 2 2 2 3 1 2 2 2 3 3 75% 75% 150
Communications Failure 3 3 3 2 2 2 3 1 2 2 2 3 3 75% 75% 150
Airplane Crash 3 3 3 3 3 2 3 1 2 1 2 2 3 2% 2% 150
Evacuation 3 3 3 3 3 2 3 1 2 1 2 2 3 2% 2% 150
HAZMAT Spill (Internal) 3 3 2 3 1 2 2 1 1 2 2 3 3 67% 67% 132
Decontamination 3 3 2 3 1 2 2 1 1 2 2 3 3 67% 67% 132
Dam Inundation 3 3 1 2 3 2 2 3 1 1 3 2 1 63% 63% 126
Avalanche 3 3 1 2 3 2 2 3 1 1 3 2 1 63% 63% 126
Active Shooter 3 3 3 1 2 2 2 1 3 2 3 1 1 63% 63% 126
Bomb Threat 3 3 3 1 2 2 2 1 3 2 3 1 1 63% 63% 126
Proximity to nuclear power plants 3 3 2 2 2 3 2 2 2 1 1 2 2 63% 63% 126
Proximity to Bridges 3 3 2 2 2 3 2 2 2 1 1 2 2 63% 63% 126
Broken Water Main (External) 3 3 2 3 1 1 2 1 2 3 1 2 2 60% 60% 120
Broken Water Main (Internal) 3 3 2 3 1 1 2 1 2 3 1 2 2 60% 60% 120
Biological Attack — Aerosol Anthrax 3 3 1 2 3 1 2 2 1 3 2 1 2 60% 60% 120
Biological Attack — Foreign Animal Disease 3 2 1 2 3 1 2 2 1 3 2 1 2 60% 40% 100
Biological Attack — Food Contamination 3 3 1 2 3 1 2 2 1 3 2 1 2 60% 60% 120
Biological Attack — Plague 3 2 1 2 3 1 2 2 1 3 2 1 2 60% 40% 100
Asbestos release during const. or renovation 3 3 3 1 2 3 1 1 2 1 2 2 2 60% 60% 120
Building/parking structure failure 3 3 3 1 2 3 1 1 2 1 2 2 2 60% 60% 120
Information Systems Failure 2 3 3 2 2 2 3 1 2 2 2 3 3 50% 75% 125
Pharmacy Medication Dispenser Failure 2 2 3 2 2 2 3 1 2 2 2 3 3 50% 50% 100
Security Video Surveillance 2 2 3 2 2 2 3 1 2 2 2 3 3 50% 50% 100
Security Card Access Failure 2 2 3 2 2 2 3 1 2 2 2 3 3 50% 50% 100
Network Failure 2 2 3 2 2 2 3 1 2 2 2 3 3 50% 50% 100
Magnetic Resonance Imaging (MRI) Incident 2 3 3 2 2 2 3 1 2 2 2 3 3 50% 75% 125
Loss of Key Supplier 2 2 3 3 3 2 3 1 2 1 2 2 3 48% 48% 100
Intentional Vehicular Incident 2 1 3 3 3 2 3 1 2 1 2 2 3 48% 24% 75
Supply Shortage 2 2 3 3 3 2 3 1 2 1 2 2 3 48% 48% 100
Helicopter Incident 2 1 3 3 3 2 3 1 2 1 2 2 3 48% 24% 75

Revised: 8/5/2013

NOTE: The top 30 are printed based on the traditional risk occurrence model. You can resort based on the response or non weighted risk by highlighting the data and sorting. (May have to add more lines to capture the top risks).
NOTE: You can add additional rows for printing by copying the last line and pasting it below the last line.

Children's Hospital Colorado Confidential 3/31/2014 Page 11



Event Specific Relative Risk to Operations
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Relative Impact on Facility

Probability and Severity of Hazards
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Children's Hospital Colorado Confidential

Lower the bar, less impact on operations. Higher the bar, greater impact on operations.

3/31/2014
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Four Phases of Emergency Management
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Note: Lower bar, the less Impact on operations. Higher bar, the greater Impact on operations.
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Four Phases Internal Assessment
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Note: Lower bar, the better the EM phase. Higher bar, the weaker the EM phase.

Four Phases External Assessment
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Note: Lower bar, the better the EM phase. Higher bar, the weaker the EM Phase.
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Occurrence Versus Response Probability
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Note: Lower bar, the less likely to occur or respond. Higher bar, more likely to occur or respond.

2.24

2.22

2.20

2.18

2.16

2.14

2.12

Average Rating
Lower = Better

2.10

2.08

2.06

2.04

Impact on Operations

HUMAN IMPACT PROPERTY IMPACT BUSINESS IMPACT
Impact

3 B B

Note: Lower bar, less impact on operations. Higher bar, greater impact on operations.

Children's Hospital Colorado Confidential 3/31/2014

Page 15



Top 20 Occurrence

H Total

100%

Note: Top 20 events graphed by likelihood to occur.

Top 20 Response

100%

Note: Top 20 events graphed by likelihood to respond.
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Children's Hospital Colorado

The events listed below (Occurrence = 3, Response = 3) have the highest potential for occurrence and the highest potential for

response. Additional attention should be provided to these events to ensure that the facility is prepared.

Recommendation: Compare with the Top 20 Events when selecting exercise scenarios.
Recommendation: Use the Action columns to document what you have done to for each event.

[High Risk Occurrence and Response Events Mitigation Actions Preparedness Actions

Response Actions

Recovery Actions

Active Shooter

Airplane Crash

Asbestos release during const. or renovation

Avalanche

Biological Attack — Aerosol Anthrax

Biological Attack — Food Contamination

Bomb Threat

Broken Water Main (External)

Broken Water Main (Internal)

Building/parking structure failure

Communications Failure

Dam Inundation

Decontamination

Evacuation

HAZMAT Spill (Internal)

Infant Security Alarm Failure

Proximity to Bridges

Proximity to nuclear power plants

Children's Hospital Colorado Confidential 3/31/2014
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Children's Hospital Colorado

The events listed below have the highest potential for occurrence at your facility.

Recommendation: Use the Action columns to document what you have done to for each event.

[High Risk Occurrence Events

Mitigation Actions Preparedness Actions

Response Actions

Recovery Actions

Active Shooter

Airplane Crash

Asbestos release during const. or renovation
Avalanche

Biological Attack — Aerosol Anthrax
Biological Attack — Food Contamination
Biological Attack — Foreign Animal Disease
Biological Attack — Plague

Bomb Threat

Broken Water Main (External)

Broken Water Main (Internal)
Building/parking structure failure
Communications Failure

Dam Inundation

Decontamination

Evacuation

HAZMAT Spill (Internal)

Infant Security Alarm Failure

Proximity to Bridges

Proximity to nuclear power plants

Children's Hospital Colorado Confidential
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Children's Hospital Colorado

The events listed below have the highest potential for response at your facility.

Recommendation: Use the Action columns to document what you have done to for each event.

[High Risk Response Events

Mitigation Actions Preparedness Actions

Response Actions

Recovery Actions

Active Shooter

Airplane Crash

Asbestos release during const. or renovation
Avalanche

Biological Attack — Aerosol Anthrax
Biological Attack — Food Contamination
Bomb Threat

Broken Water Main (External)

Broken Water Main (Internal)
Building/parking structure failure
Communications Failure

Compressed Gas Cylinder Leak/Failure
Dam Inundation

Decontamination

Electrical Failure

Evacuation

HAZMAT Spill (Internal)

Infant Security Alarm Failure
Information Systems Failure

Magnetic Resonance Imaging (MRI) Incident
Proximity to Bridges

Proximity to nuclear power plants

Children's Hospital Colorado Confidential

3/31/2014
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Children's Hospital Colorado
SAMPLE Approvals

Documentation to support participation in the review of the CHVA.

NOTE: Each facility should determine who should review the CHVA.
RECOMMENDATION: Document review date with appropriate partners.

Children's Hospital Colorado 3/31/2014 Page 20 of 28



Children's Hospital Colorado
SAMPLE Sign off Sheet

List all participants who reviewed the CHVA

Name Organization Date
Tom Jones Emergency Management 8/5/2013

Children's Hospital Colorado 3/31/2014 Page 21 of 28



Children's Hospital Colorado
SAMPLE Grid

Documentation on drills/events affecting the Top 10

OCCURRENCE EVENTS DATE
Communications Failure
Infant Security Alarm Failure
Evacuation
Airplane Crash
HAZMAT Spill (Internal)
Decontamination
Proximity to nuclear power plants
Avalanche
Dam Inundation
Active Shooter

RESPONSE EVENTS DATE

Information Systems Failure
Magnetic Resonance Imaging (MRI) Incident
Communications Failure
Infant Security Alarm Failure
Evacuation
Airplane Crash
HAZMAT Spill (Internal)
Decontamination
Bomb Threat
Proximity to nuclear power plants

NON-WEIGHTED TOTAL EVENTS DATE
Airplane Crash
Infant Security Alarm Failure
Communications Failure
Evacuation
Decontamination
HAZMAT Spill (Internal)
Avalanche
Dam Inundation
Bomb Threat
Proximity to Bridges

Note: The top ten are linked to the Top 20 Assessment tab and will change if updated.
Recommendation: Use this form ONLY when you are done with your changes.

Recommendation: Use the highlighted events to tie your CHVA into drills/planning
initiatives. Use multiple events when designing a drill - challenge your program!

Children's Hospital Colorado 3/31/2014
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GNU GENERAL PUBLIC LICENSE

Version 3, 29 June 2007

Copyright © 2007 Free Software Foundation, Inc. <http://fsf.org/>

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not

Preamble

The GNU General Public License is a free, copyleft license for software and other kinds of works.

The licenses for most software and other practical works are designed to take away your freedom to share and
change the works. By contrast, the GNU General Public License is intended to guarantee your freedom to share

and change all versions of a program--to make sure it remains free software for all its users. We, the Free

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are designed
to make sure that you have the freedom to distribute copies of free software (and charge for them if you wish), that

To protect your rights, we need to prevent others from denying you these rights or asking you to surrender the
rights. Therefore, you have certain responsibilities if you distribute copies of the software, or if you modify it:

For example, if you distribute copies of such a program, whether gratis or for a fee, you must pass on to the
recipients the same freedoms that you received. You must make sure that they, too, receive or can get the source

Developers that use the GNU GPL protect your rights with two steps: (1) assert copyright on the software, and (2)

For the developers' and authors' protection, the GPL clearly explains that there is no warranty for this free software.
For both users' and authors' sake, the GPL requires that modified versions be marked as changed, so that their

Some devices are designed to deny users access to install or run modified versions of the software inside them,
although the manufacturer can do so. This is fundamentally incompatible with the aim of protecting users' freedom
to change the software. The systematic pattern of such abuse occurs in the area of products for individuals to use,
which is precisely where it is most unacceptable. Therefore, we have designed this version of the GPL to prohibit

Finally, every program is threatened constantly by software patents. States should not allow patents to restrict
development and use of software on general-purpose computers, but in those that do, we wish to avoid the special

The precise terms and conditions for copying, distribution and modification follow.

TERMS AND CONDITIONS

0. Definitions.

“This License” refers to version 3 of the GNU General Public License.

“Copyright” also means copyright-like laws that apply to other kinds of works, such as semiconductor masks.
“The Program” refers to any copyrightable work licensed under this License. Each licensee is addressed as “you”.

To “modify” a work means to copy from or adapt all or part of the work in a fashion requiring copyright permission,
other than the making of an exact copy. The resulting work is called a “modified version” of the earlier work or a



A “covered work” means either the unmodified Program or a work based on the Program.

To “propagate” a work means to do anything with it that, without permission, would make you directly or secondarily
liable for infringement under applicable copyright law, except executing it on a computer or modifying a private

To “convey” a work means any kind of propagation that enables other parties to make or receive copies. Mere

An interactive user interface displays “Appropriate Legal Notices” to the extent that it includes a convenient and
prominently visible feature that (1) displays an appropriate copyright notice, and (2) tells the user that there is no
warranty for the work (except to the extent that warranties are provided), that licensees may convey the work under

1. Source Code.
The “source code” for a work means the preferred form of the work for making modifications to it. “Object code”

A “Standard Interface” means an interface that either is an official standard defined by a recognized standards
body, or, in the case of interfaces specified for a particular programming language, one that is widely used among

The “System Libraries” of an executable work include anything, other than the work as a whole, that (a) is included
in the normal form of packaging a Major Component, but which is not part of that Major Component, and (b) serves
only to enable use of the work with that Major Component, or to implement a Standard Interface for which an

implementation is available to the public in source code form. A “Major Component”, in this context, means a major

The “Corresponding Source” for a work in object code form means all the source code needed to generate, install,
and (for an executable work) run the object code and to modify the work, including scripts to control those activities.
However, it does not include the work's System Libraries, or general-purpose tools or generally available free
programs which are used unmodified in performing those activities but which are not part of the work. For example,

The Corresponding Source need not include anything that users can regenerate automatically from other parts of

The Corresponding Source for a work in source code form is that same work.

2. Basic Permissions.

All rights granted under this License are granted for the term of copyright on the Program, and are irrevocable
provided the stated conditions are met. This License explicitly affirms your unlimited permission to run the
unmodified Program. The output from running a covered work is covered by this License only if the output, given its

You may make, run and propagate covered works that you do not convey, without conditions so long as your
license otherwise remains in force. You may convey covered works to others for the sole purpose of having them
make modifications exclusively for you, or provide you with facilities for running those works, provided that you
comply with the terms of this License in conveying all material for which you do not control copyright. Those thus

Conveying under any other circumstances is permitted solely under the conditions stated below. Sublicensing is not

3. Protecting Users' Legal Rights From Anti-Circumvention Law.

No covered work shall be deemed part of an effective technological measure under any applicable law fulfilling
obligations under article 11 of the WIPO copyright treaty adopted on 20 December 1996, or similar laws prohibiting

When you convey a covered work, you waive any legal power to forbid circumvention of technological measures to
the extent such circumvention is effected by exercising rights under this License with respect to the covered work,
and you disclaim any intention to limit operation or modification of the work as a means of enforcing, against the



4. Conveying Verbatim Copies.

You may convey verbatim copies of the Program's source code as you receive it, in any medium, provided that you
conspicuously and appropriately publish on each copy an appropriate copyright notice; keep intact all notices
stating that this License and any non-permissive terms added in accord with section 7 apply to the code; keep

You may charge any price or no price for each copy that you convey, and you may offer support or warranty

5. Conveying Modified Source Versions.
You may convey a work based on the Program, or the modifications to produce it from the Program, in the form of

a) The work must carry prominent notices stating that you modified it, and giving a relevant date.

b) The work must carry prominent notices stating that it is released under this License and any conditions added
under section 7. This requirement modifies the requirement in section 4 to “keep intact all notices”.

¢) You must license the entire work, as a whole, under this License to anyone who comes into possession of a
copy. This License will therefore apply, along with any applicable section 7 additional terms, to the whole of the
work, and all its parts, regardless of how they are packaged. This License gives no permission to license the

d) If the work has interactive user interfaces, each must display Appropriate Legal Notices; however, if the
Program has interactive interfaces that do not display Appropriate Legal Notices, your work need not make them

A compilation of a covered work with other separate and independent works, which are not by their nature
extensions of the covered work, and which are not combined with it such as to form a larger program, in or on a
volume of a storage or distribution medium, is called an “aggregate” if the compilation and its resulting copyright

6. Conveying Non-Source Forms.

You may convey a covered work in object code form under the terms of sections 4 and 5, provided that you also
convey the machine-readable Corresponding Source under the terms of this License, in one of these ways:

a) Convey the object code in, or embodied in, a physical product (including a physical distribution medium),
accompanied by the Corresponding Source fixed on a durable physical medium customarily used for software

b) Convey the object code in, or embodied in, a physical product (including a physical distribution medium),
accompanied by a written offer, valid for at least three years and valid for as long as you offer spare parts or
customer support for that product model, to give anyone who possesses the object code either (1) a copy of the
Corresponding Source for all the software in the product that is covered by this License, on a durable physical

¢) Convey individual copies of the object code with a copy of the written offer to provide the Corresponding
Source. This alternative is allowed only occasionally and noncommercially, and only if you received the object

d) Convey the object code by offering access from a designated place (gratis or for a charge), and offer
equivalent access to the Corresponding Source in the same way through the same place at no further charge.
You need not require recipients to copy the Corresponding Source along with the object code. If the place to copy
the object code is a network server, the Corresponding Source may be on a different server (operated by you or a
e) Convey the object code using peer-to-peer transmission, provided you inform other peers where the object
code and Corresponding Source of the work are being offered to the general public at no charge under

A separable portion of the object code, whose source code is excluded from the Corresponding Source as a

A “User Product” is either (1) a “consumer product”, which means any tangible personal property which is normally
used for personal, family, or household purposes, or (2) anything designed or sold for incorporation into a dwelling.
In determining whether a product is a consumer product, doubtful cases shall be resolved in favor of coverage. For
a particular product received by a particular user, “normally used” refers to a typical or common use of that class of



“Installation Information” for a User Product means any methods, procedures, authorization keys, or other
information required to install and execute modified versions of a covered work in that User Product from a
modified version of its Corresponding Source. The information must suffice to ensure that the continued functioning

If you convey an object code work under this section in, or with, or specifically for use in, a User Product, and the
conveying occurs as part of a transaction in which the right of possession and use of the User Product is
transferred to the recipient in perpetuity or for a fixed term (regardless of how the transaction is characterized), the

The requirement to provide Installation Information does not include a requirement to continue to provide support
service, warranty, or updates for a work that has been modified or installed by the recipient, or for the User Product
in which it has been modified or installed. Access to a network may be denied when the modification itself

Corresponding Source conveyed, and Installation Information provided, in accord with this section must be in a
format that is publicly documented (and with an implementation available to the public in source code form), and

7. Additional Terms.

“Additional permissions” are terms that supplement the terms of this License by making exceptions from one or
more of its conditions. Additional permissions that are applicable to the entire Program shall be treated as though
they were included in this License, to the extent that they are valid under applicable law. If additional permissions

When you convey a copy of a covered work, you may at your option remove any additional permissions from that
copy, or from any part of it. (Additional permissions may be written to require their own removal in certain cases

Notwithstanding any other provision of this License, for material you add to a covered work, you may (if authorized

a) Disclaiming warranty or limiting liability differently from the terms of sections 15 and 16 of this License; or

b) Requiring preservation of specified reasonable legal notices or author attributions in that material or in the

¢) Prohibiting misrepresentation of the origin of that material, or requiring that modified versions of such material
d) Limiting the use for publicity purposes of hames of licensors or authors of the material; or

e) Declining to grant rights under trademark law for use of some trade names, trademarks, or service marks; or
f) Requiring indemnification of licensors and authors of that material by anyone who conveys the material (or
modified versions of it) with contractual assumptions of liability to the recipient, for any liability that these

All other non-permissive additional terms are considered “further restrictions” within the meaning of section 10. If
the Program as you received it, or any part of it, contains a notice stating that it is governed by this License along
with a term that is a further restriction, you may remove that term. If a license document contains a further

If you add terms to a covered work in accord with this section, you must place, in the relevant source files, a
statement of the additional terms that apply to those files, or a notice indicating where to find the applicable terms.

Additional terms, permissive or non-permissive, may be stated in the form of a separately written license, or stated

8. Termination.

You may not propagate or modify a covered work except as expressly provided under this License. Any attempt
otherwise to propagate or modify it is void, and will automatically terminate your rights under this License (including

However, if you cease all violation of this License, then your license from a particular copyright holder is reinstated
(a) provisionally, unless and until the copyright holder explicitly and finally terminates your license, and (b)

Moreover, your license from a particular copyright holder is reinstated permanently if the copyright holder notifies
you of the violation by some reasonable means, this is the first time you have received naotice of violation of this



Termination of your rights under this section does not terminate the licenses of parties who have received copies or
rights from you under this License. If your rights have been terminated and not permanently reinstated, you do not

9. Acceptance Not Required for Having Copies.

You are not required to accept this License in order to receive or run a copy of the Program. Ancillary propagation
of a covered work occurring solely as a consequence of using peer-to-peer transmission to receive a copy likewise
does not require acceptance. However, nothing other than this License grants you permission to propagate or

10. Automatic Licensing of Downstream Recipients.

Each time you convey a covered work, the recipient automatically receives a license from the original licensors, to
run, modify and propagate that work, subject to this License. You are not responsible for enforcing compliance by

An “entity transaction” is a transaction transferring control of an organization, or substantially all assets of one, or
subdividing an organization, or merging organizations. If propagation of a covered work results from an entity
transaction, each party to that transaction who receives a copy of the work also receives whatever licenses to the

You may not impose any further restrictions on the exercise of the rights granted or affirmed under this License.
For example, you may not impose a license fee, royalty, or other charge for exercise of rights granted under this
License, and you may not initiate litigation (including a cross-claim or counterclaim in a lawsuit) alleging that any

11. Patents.
A “contributor” is a copyright holder who authorizes use under this License of the Program or a work on which the

A contributor's “essential patent claims” are all patent claims owned or controlled by the contributor, whether
already acquired or hereafter acquired, that would be infringed by some manner, permitted by this License, of
making, using, or selling its contributor version, but do not include claims that would be infringed only as a

Each contributor grants you a non-exclusive, worldwide, royalty-free patent license under the contributor's essential
patent claims, to make, use, sell, offer for sale, import and otherwise run, modify and propagate the contents of its

In the following three paragraphs, a “patent license” is any express agreement or commitment, however
denominated, not to enforce a patent (such as an express permission to practice a patent or covenant not to sue

If you convey a covered work, knowingly relying on a patent license, and the Corresponding Source of the work is
not available for anyone to copy, free of charge and under the terms of this License, through a publicly available
network server or other readily accessible means, then you must either (1) cause the Corresponding Source to be
so available, or (2) arrange to deprive yourself of the benefit of the patent license for this particular work, or (3)
arrange, in a manner consistent with the requirements of this License, to extend the patent license to downstream

If, pursuant to or in connection with a single transaction or arrangement, you convey, or propagate by procuring
conveyance of, a covered work, and grant a patent license to some of the parties receiving the covered work
authorizing them to use, propagate, modify or convey a specific copy of the covered work, then the patent license

A patent license is “discriminatory” if it does not include within the scope of its coverage, prohibits the exercise of,
or is conditioned on the non-exercise of one or more of the rights that are specifically granted under this License.
You may not convey a covered work if you are a party to an arrangement with a third party that is in the business of
distributing software, under which you make payment to the third party based on the extent of your activity of
conveying the work, and under which the third party grants, to any of the parties who would receive the covered

Nothing in this License shall be construed as excluding or limiting any implied license or other defenses to



12. No Surrender of Others' Freedom.

If conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the conditions of
this License, they do not excuse you from the conditions of this License. If you cannot convey a covered work so as
to satisfy simultaneously your obligations under this License and any other pertinent obligations, then as a
consequence you may not convey it at all. For example, if you agree to terms that obligate you to collect a royalty

13. Use with the GNU Affero General Public License.

Notwithstanding any other provision of this License, you have permission to link or combine any covered work with
a work licensed under version 3 of the GNU Affero General Public License into a single combined work, and to
convey the resulting work. The terms of this License will continue to apply to the part which is the covered work, but

14. Revised Versions of this License.

The Free Software Foundation may publish revised and/or new versions of the GNU General Public License from
time to time. Such new versions will be similar in spirit to the present version, but may differ in detail to address

Each version is given a distinguishing version number. If the Program specifies that a certain numbered version of
the GNU General Public License “or any later version” applies to it, you have the option of following the terms and

conditions either of that numbered version or of any later version published by the Free Software Foundation. If the

If the Program specifies that a proxy can decide which future versions of the GNU General Public License can be
used, that proxy's public statement of acceptance of a version permanently authorizes you to choose that version

Later license versions may give you additional or different permissions. However, no additional obligations are

15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW.
EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE PROGRAM “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR

16. Limitation of Liability.
IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY
COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR CONVEYS THE PROGRAM AS

PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL,
INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE

17. Interpretation of Sections 15 and 16.

If the disclaimer of warranty and limitation of liability provided above cannot be given local legal effect according to
their terms, reviewing courts shall apply local law that most closely approximates an absolute waiver of all civil

END OF TERMS AND CONDITIONS



