EMERGENCY PREPAREDNESS

2006 UprDATE

Al rights reserved. No part of this publication may be reproduced in any form without the prior written permission

©QOOé NEW JERSEY HOSPITAL ASSOCIATION, 760 Alexander Road, PO Box 1, Princeton, NJ 08543-0001. ( H
$INJHA

of the publisher, the New Jersey Hospital Association [NJHA). NJHA is not responsible for any misprints, typograph-

ical or other errors, or any consequences caused as a result of the use of this publication. This publication is provid- NEW JERSEY HOSPITAL ASSOCIATION

ed with the understanding that NJHA is not engaged in rendering any legal, accounting or other professional serv- \'r

ices and NJHA shall not be held liable for any circumstances arising out of its use. If legal advice or other expert \\\ /}ZP‘
PN

assistance is required, the services of a competent professional should be sought. i A NN vre

F T HedTH
This resource has been produced through a grant supplied by the New Jersey Department of Health and Senior Services. ___SENIOR SERVICES



EMERGENCY PREPAREDNESS

INTRODUCTION

t the direction of the Department of Homeland Security, the Attorney General’s Office is conduct
ing security audits of hospitals that focus on critical infrastructure. Healthcare is one of 20 crifi-
cal infrastructure sectors where audited facilities must meet four criteria.

These criteria are:

= Conduct a Hazard Vulnerability Assessment
w Identify gaps through the assessment

m Develop a Corrective Plan of Action

= Have an Emergency Response Plan

When audits of hospital security were first discussed, the Department of Health and Senior Services
(DHSS) infended to use NJHA's Security Readiness Assessment Tool. NJHA's concern was that the doc-
ument reflected all possible security measures that hospitals could undertake without consideration of
risk, financial resources or feasibility. In response to this concern, NJHA was given the opportunity by
DHSS to establish security “practices” and will evaluate hospitals only in relation fo the recommended
actions reflected under Basic Practices.  As not all hospitals may meet the criteria reflected in
Infermediate and Advanced Practices, NJHA expects that most hospitals will work toward achieving
higher levels of security over time and with sufficient financial resources.

To develop this approach to hospital security audits, NJHA's Emergency Preparedness staff and mem-
bers of the Security Subcommittee of the Emergency Preparedness Task Force reviewed guidelines con-
tained within the Hospital Security Readiness Assessment Tool, the colorcoded Threat Level Guidelines,
and other materials prepared by the state’s Domestic Security Task Force Healthcare Infrastructure
Advisory Committee (HIAC). The results of this review are contained in the aftached document.

In 2006, the tool was reviewed by the Security Committiee and NJHA staff to ensure its applicabillity
fo continuing care facilities. NJHA recommends that you review the guidelines, identify where there may
be gaps and focus on those particular areas in your corrective plan of action.

NJHA extends ifs appreciation fo the members of the Security Subcommittee and the hours that they com-
mitted to providing guidance to healthcare facilities throughout the state. The Joint Commission on
Accreditation of Healthcare Organizations has accepted this tool info it's Good Practices Data Base o
acknowledge the documents value in assuring compliance with the Joint Commission standards and
improving safety and quality of services provided. The letter from Joint Commission Resources is on the
following page.
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of Healthcare Organizations

Joint Commission
RESOURCES

October 4, 2005

Diane Anderson

New Jersey Hospital Association
760 Alexander Road

Princeton, New Jersey 08543

Dear Ms. Anderson:

This letter is to inform you and your organization that your example,
“Emergency Preparedness Hospital Security Readiness Assessment Tool” was
accepted into Joint Commission Resources’ Good Practices Database for
Hospitals. Congratulations!

The Good Practices Database for Hospitals contains good practice examples
of survey compliance from Joint Commission-accredited organizations that
are used in complying with Joint Commission standards and improving the
safety and quality of services provided. Every example is rigorously reviewed
by Joint Commission standards experts to assure compliance with standards,
clinical accuracy, and overall usefulness.

[ look forward to posting your good practice example so it can be available to
others!

Sincerely,

Jid QJZ&@W
Jennifér McDonald
Managér, Good Practices Database

Joint Commission Resources

JNJHA
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EMERGENCY PREPAREDNESS

BAsIC PRACTICES

Basic practices represent the level of security that facilities should have attained already or be in the process of
implementing based on regulatory requirements, the Infrastructure Advisory Committee Healthcare Industry Sector
Security Assessment and Best Practices Report, and the Emergency Preparedness Healthcare Security Readiness
Assessment Tool.

If No,

A. GENERAL Yes | No | Implementation

Date

1. There is a written policy identifying an individual, designat
ed by leadership, to coordinate the development, implemen-
fation and monitoring of Security Management activities.

2. There is a current hazard vulnerability analysis (HVA) that is
reviewed/revised at least annually.

3. There is a plan to improve those areas of the HVA that the
facility has identified as requiring improvement.

4. There is evidence of proactive risk assessments that evaluate
the potential adverse impact of the external environment on the
security of patients, visitors and sfaff.

5. There is evidence that protocols are developed and imple-
mented fo minimize the impact of the risks identified through
risk assessments.

6. There is a system in place to alert all staff to the current
Department of Homeland Security (DHS) threat level.

7. There is a clear explanation provided to staff regarding
what the DHS threat level means and the appropriate
action(s) to be taken.

8. There are protocols in place defining steps to be taken at
heightened threat levels.

9. There are profocols in place and staff is trained regarding
protocols for handling suspicious packages and/or mail.

10. There are profocols in place for employees to report suspi-
cious activities.

Page 5 ém
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EMERGENCY PREPAREDNESS

BAsIC PRACTICES

Ao GENERAL conminuep

Yes

No

If No,
Implementation
Date

11

. There are protocols in place regarding internal emergency

or security threat communications within the organization
and with local law enforcement.

. There are protocols in place outlining security incident

response and reporting procedures.

. There is evidence that security codes and policies are readi-

ly accessible, 24/7, in every department (e.g. posted in
employee areas).

. There is a forensic policy in place.

. There is a profocol to address theft of or missing narcotics.

. There is evidence that security plans exist and are re-

assessed at regular infervals.

. There are emergency telephone numbers for police, fire,

health, OEM and state hotlines posted prominently in areas
deemed appropriate (i.e. ED, security, efc.).

. I the facility operates a closed circuit TV security system, the

following exist:

a. A profocol to address covert camera monitoring

b. Monitoring of high-risk areas

c. Recording capabilities

d. Support by emergency power

Page 6
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EMERGENCY PREPAREDNESS

BAsIC PRACTICES

If No,

B P SECUR'TY STAFFING Yes | No | Implementation

Date

1. There is preemployment screening for security personnel that
includes criminal background checks, if indicated by facility

policy.

2. There is an emergency security staffing plan that includes
protocols for staff recall, employee travel, vacation and
leave cancellations.

3. There is a protocol in place assigning personnel at critical
facilities to assist with security duties [e.g. monitoring per
sonnel entering the facility, checking vehicles entering the
facility, patrolling the area regularly, efc.).

4. There is a protocol in place to shut down facilities and
operations impacted by security emergencies in accor-
dance with contingency plans.

5. There is a profocol in place to reduce sfaffing at high-risk
facilities to lowest possible levels or shut them down entirely.

6. There is evidence that when determining security sfaffing,
the following is considered:

a. Security staffing levels should not be based solely on square
footage, but should consider crime rafes, hazard vulnerabili-
ty analysis, overall value of assets, special services
required, levels of enforcement and community concerns.
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EMERGENCY PREPAREDNESS

BAsIC PRACTICES

If No,

C. SECUR'TY RESPONSE Yes | No | Implementation

Date

1. There are protocols in place regarding:

a. Prosecution of criminal offenses against the organization;

b. Governance of security response fo staff, patienfs and
visitors;

c. General response protocols for security staff that define
their authority.

2. There are job action sheets for the security department outlin-
ing security staff roles in the facility’s Incident Command
System (ICS) and staff is tfrained accordingly.

3. There are protocols to routinely check existing security meas-
ures such as fencing, locks, camera surveillance, efc. to
assure they are in proper working order.

4. There are protocols for infant security and incident response.

5. There are profocols in place to assure security officers period-
ically check perimeter fencing and critical facilities while stay-
ing in communication with on-site personnel via two-way
radio.

6. There are measures to identify areas where explosive devices

could be hidden.

7. There are security profocols that address handling the media

and/or VIPS.

8. There are protocols in place that prohibit radio conversations
regarding sensitive fopics.

Page 8 ém
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EMERGENCY PREPAREDNESS

BAsIC PRACTICES

D. IDENTIFICATION

Yes

If No,
Implementation
Date

1. There is evidence that identification procedures for visitors,
vendors and confractors are in place and include:

a. Visitor badge/pass that identifies where visitors, vendors
and confractors may fravel within the facility.

2. There is evidence that identification procedures for employ-
ees, physicians and volunteers are in place and include:

a. ID cards that include a photo, wearer's name, depart-
ment and title or credentials (i.e. MD, RN);

b. An enforcement procedure to ensure ID is worn at all imes.
Exceptions are when wearing the ID would put the employ-
ee at risk for injury, in which case the ID must be carried;

c. Procedures employees follow when the arrive af facility
without their ID;

d. Procedures for lost/stolen ID;

e. Procedures for refurn of ID upon separation from employ-
ment;

f. Restriction of access to sensitive areas defined by the
facility (e.g. mother/infant, pharmacy, lab);

g. Protocol addressing access restriction for ferminated
employees;

h. Profocol requiring that resigned or terminated employees
furn in equipment, access cards and keys at time of fermi-
nation/resignation;

i. Profocol identifying who is authorized to create identifica-
tion and addresses the handling and storage of blank
and ferminated identification.

3. There is a profocal in place to account for all employees dur-
ing a crisis.

Page @
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EMERGENCY PREPAREDNESS

E. SEARCHES

Yes

No

If No,
Implementation
Date

1. There is a protocol in place regarding:

a. The inspection and control of facility security vehicles;

b. Searches of suspicious packages and persons. Profocols
should define clearly what characterizes a person/pack-
age as suspicious;

c. Searches of employee packages or lockers;

d. The inspection of all vehicles entering critical facilities,
including cargo areas, undercarriage, glove compart-
ments and other areas where dangerous items could be
concealed:

ing the posting of signs informing individuals that their

persons/package(s] may be searched af the facility’s dis-
cretion.

e. The inspection of all packages carried by visitors - includ-

Page 10
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EMERGENCY PREPAREDNESS

BAsIC PRACTICES

If No,

F. TRAI NING Yes | No | Implementation

Date

1. There is documentation that indicates that all new security
employees must receive new employee and departmental
orientation.

2. There is evidence of perfinent annual training programs for
security staff (e.g. handcuffs, use of physical force,
weapons, aggressive behavior, physical security).

3. There is evidence that security staff receive regular fraining,
which includes:

a. Threat assessments:

b. National threat levels;

c. WMD awareness as well as task specific training based
on roles in an emergency response (e.g. PPE training if
they are required to wear equipments in the event of bio-
logical release or if they participate in decontamination);

d. Specific responsibilities related to emergency management;

e. Security policies, procedures and appropriafe responses.

4. There is evidence that securily staff is evaluated for competency.

5. There is evidence that security staff exercise/drill based on
their role in emergency response plans (e.g. fire, bomb
threats, biological threats, suspicious mail, evacuation,
employee recall lists).

6. There is evidence that security staff have tested their role in
emergency response plans with local law enforcement, bomb
squad, fire department, efc.

7. A security orientation must be provided fo all new employ-
ees, volunteers, efc.

8. There is evidence that senior security staff members mentor
new security officers.

Q. There is training in place for mailroom and receiving staff to
identify suspicious packages.

Page 11 ém

NEW JERSEY HOSPITAL ASSOCIATION




EMERGENCY PREPAREDNESS

BAsIC PRACTICES

G. ACCESS

Yes

If No,
Implementation
Date

VISITORS

1. Protocols are in place to limit or restrict the number of visitors
fo patients in inpatient areas. Protocol allows for case-by-
case exceptions.

2. Protocols are in place that indicate the facility, during increased
threat levels, considers using only one entrance for all visitors,
and ensures that visitor protocols are strictly enforced.

3. Protocols are in place for refusal of access to people who
do not have positive identification or do not have a legiti-
mate need fo enter the site.

4. Protocols are in place fo identify the owners of all vehicles at
critical facilities and remove all vehicles whose owners have
not been identified.

DELIVERIES

1. There are protocols regarding deliveries during and after
normal working hours.

2. There are protocols in place regarding appropriate limitation
or confrol of access to the loading dock.

3. There is evidence that the facility has assessed the impact of
fravel resfrictions on deliveries.

EMPLOYEES

1. There are protocols regarding key issuance and control.

2. Procedures are in place fo ferminate access to voice mail, e
mail and health information and patient accounting sysfems
upon employee termination.

3. There is a profocol for transporting staff in an emergency.

4. There is evidence that staff have been educated regarding
travel ban restrictions established by the state police and are
aware that ID is required if fraveling.

Page 12
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EMERGENCY PREPAREDNESS

BAsIC PRACTICES

If No,

Go ACCESS conmnuep Yes | No | Implementation

Date
RESTRICTING ACCESS CONTINUED

1. There is evidence that signs are posted at the entrance of
restricted or sensitive areas indicafing “Unauthorized
Personnel Not Permitied” or “Authorized Personnel Only.”

2. There is evidence that the following have been evaluated for
security risks:  Nuclear Medicine, Interventional Radiology,
Microbiology Lab, Power Plant, Water System, Pressurized
Casses, Blood Supply.

3. There is evidence of a security profocol that addresses vehic-
ular access fo emergency care areas.

4. Profocols are in place and fested to rapidly shut down
access fo portions of the entire facility.

5. Profocols are in place indicating when fo limit the number of
facility access pointfs.

6. Protocols identify appropriate times or events when sife ingress
and egress points are reduced to an absolute minimum.

7. There is evidence of an access control protocol for emergencies.

8. Profocols exist to, in coordination with law enforcement,
extend the facility perimefer in an emergency.

Q. Protocols exist to, in coordination with law enforcement, dis-
tance vehicle checkpoints in an emergency.

10. Profocols are in place to ensure that employees do not prop
access confrol points [doors/windows| open.

11. Profocols are in place that dictate when to request assis-
fance from local law enforcement agencies in securing the
facility and access.

12. There is evidence the facility has evaluated fransportation
routes and parking areas to determine whether the routes
allow contact with facility-defined sensitive areas. Barriers
are erected fo block access as appropriate fo the situation

Page 13 ém
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EMERGENCY PREPAREDNESS

BAsIC PRACTICES

If No,

Go ACCESS conmnuep Yes | No | Implementation

Date

RESTRICTING ACCESS CONTINUED

13. There are protocols for crowd and traffic confrol in an emer
gency.

14. There is evidence that the facility has created an emergency
fraffic plan with local law enforcement.

15. There is evidence that medical gases are secured.

16. Protocols are in place fo identify locations and determine
safe distances of US Postal and other delivery mailboxes.

17. Protocols are in place to secure all emergency generators
and identify areas served.

18. Profocols are in place to identify and secure air handling
units, air intake units, their location and areas served.

Page 14 ém
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EMERGENCY PREPAREDNESS

BAsIC PRACTICES

If No,

H PY CYBER SECU RITY Yes | No | Implementation

Date

1. There is evidence that the organization has a designated
individual to coordinate the cyber security program.

2. There are cyber security standards and guidelines that include:

a. A dafa classification scheme that requires specific securi-
ty measures based on the criticality of data and the risks
that unauthorized access or modification would pose.
The more critical the data, the more stringent security
precautions should be employed.

b. Resfricting access to information that could aid terrorists.

c. An asset classification scheme that requires specific secu-
rity measures based on the risk of unauthorized access
or damage fo the asset or property.

3. There is regular monitoring of these standards for compliance.

4. There are unique user IDs and passwords and periodic pass-
word changes are required.

5. There are limited users with unrestricted or superuser privileges.

6. There are monitored processes for removing terminated users.

7. There is a process to modify access controls when users
change jobs.

8. There are secure measures (VPN, SSL, efc.) for employees or
confractors with connectivity to the network via the Infernet.

Q. There are firewalls to restrict access from the Infernet.

10. There is monitoring for unauthorized access points
[modems, access points (wireless), remote control software).

11. There are procedures fo follow when an unauthorized
affempt occurs that includes reporting, damage assessment,
remediation and follow up.

Page 15 ém
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EMERGENCY PREPAREDNESS

BAsIC PRACTICES

If No,

H‘ CYBER SECUR'TY Cont'p.| Yes | Ne Implementation

Date

12. There are hardening procedures (limit computer services
and functfionality to that which is needed) used by system
and network administrators for critical computer systfems and
processes.

13. There are security patches applied within reasonable time-
frames.

14. There is anfivirus software on networkconnected systems with
timely updates to virus definition files, where appropriate.

15. There are browser seftings that detect and alert users for
unauthorized access to users’ machines.

16. If the organization has web-based mission critical applico-
fions, the data and the ability to process fransactions is fully
profected from direct access on the Web site.

17. There are regular backups performed and offsite storage
for mission critical backups.

. Inere is an information assurance program to monitor com-
18. Th f f f f
pliance with security policies.

19. There are periodic computer vulnerability assessments per-
formed on internal systems and for Infernet connectivity as
defined by HIPAA or subsequent to changes in infrastructure.

20. There is assurance that outsourced service providers comply
with the organization’s security policies, standards and pro-
cedures for access to critical systems and processes. There
is a signed business associates’ agreement for every ouf
sourced service provider.

Page 16 ém
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EMERGENCY PREPAREDNESS

INTERMEDIATE PRACTICES

Infermediate Practices represent policies, procedures and/or protocols that facilities may wish
to ensure are in place to comply with NJDHSS" increased level of security preparedness.
(Intermediate Practices reflected in bold and italics are measures that have been added fo the prac-
tices you were provided at the Basic level. If you have followed the previous recommendations,
you need only address these new directives).

If No,

A. GENERAL Yes | No | Implementation

Date

1. There is a written policy identifying an individual, designat-
ed by leadership, to coordinate the development, implemen-
fation and monitoring of Security Management acfivities.

2. There is a current hazard vulnerability analysis (HVA) that is
reviewed/revised at least annually, or at regular intervals.

3. There is evidence that there is a plan to improve those
areas of the HVA that the facility has identified as requiring
improvement.

4. There is evidence of proactive risk assessments that evaluate
the potential adverse impact of the external environment on
the security of patients, visitors and staff.

5. There is evidence that protocols are developed and imple-
mented to minimize the impact of the risks identified through
risk assessments.

6. There is a system in place fo alert all staff to the current
Department of Homeland Security (DHS) threat level.

7. There is a clear explanation provided fo sfaff regarding
what the DHS threat level means and the appropriate
action(s) to be taken.

8. There are protocols in place defining steps to be taken at
heightened threat levels.

9. There are profocols in place and staff is trained regarding
profocols for handling suspicious packages and/or mail.

10. There are profocols in place for employees fo report suspi-
cious activities.

Page 17 ém
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EMERGENCY PREPAREDNESS

INTERMEDIATE PRACTICES

Ao GENERAL conminuep

Yes

No

If No,
Implementation
Date

11

. There are protocols in place regarding internal emergency

or security threat communications within the organization
and with local law enforcement.

. There are protocols in place outlining security incident

response and reporting procedures.

. There is evidence that security codes and policies are readi-

ly accessible, 24/7, in every department (e.g. posted in
employee areas).

. There is a forensic policy in place.

. There is a profocol to address theft of or missing narcotfics.

. There is evidence that security plans exist and are re-

assessed at regular infervals.

. There are emergency telephone numbers for police, fire,

health, OEM and stafe hotlines posted prominently in areas
deemed appropriate (i.e. ED, Security, efc.).

. IF the facility operates a closed circuit TV security system, the

following exist:

a. A profocol to address covert camera monitoring

b. Monitoring of high risk areas

c. Recording capabilities

d. Support by emergency power

19. There is evidence that local law enforcement

was involved in the preparation of the facilities
hazard vulnerability analysis.

20. There are protocols in place at specific threat

levels to review or evaluate the need for:

a. Operations plans;

b. Personnel assignments;

Page 18
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EMERGENCY PREPAREDNESS

INTERMEDIATE PRACTICES

Ao GENERAL conminuep

Yes

No

If No,
Implementation
Date

c. Logistical requirements;

d. 24/7 security of critical facilities using either
contract or company personnel;

e. Restriction of access to essential personnel
only at critical facilities;

f. Protocols governing the use of force and pur-
suit (as appropriate) with security personnel.

21. There are protocols, if applicable, that include
advising employees working alone at remote
locations to check in with security periodically.

22. There is evidence that staff is advised not to
speak to outsiders concerning the facility or its
operation and to report the presence of
unknown suspicious persons, vehicles and/or
mail.

23. There are procedures in place to ensure:

a. Appropriate employees are aware of terror
alert advisories issued by the New Jersey
Office of Counterterrorism (OCT) and other
agencies;

b. The implementation of appropriate measures.

24. There is documented monitoring of compliance
with security codes through testing. (i.e. lock-
down / bomb threat, efc.).

25. There is evidence that the organization has a
copy of the local OEM’s emergency plans or
documented proof of request.

26. There are protocols in place to hold managers
accountable for an employee’s lack of compli-
ance with or violation of security protocols.

Page 19
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EMERGENCY PREPAREDNESS

INTERMEDIATE PRACTICES

Ao GENERAL conminuep

Yes

If No,
Implementation
Date

27. There are protocols in place to advise local

law enforcement of any upgraded security
measures resulting from an elevation of the
threat level, that would impact their ability to
respond to your facility.

28.

There are protocols in place to re-evaluate the
surrounding area to determine if activities
near a critical facility could create hazards that

could affect the facility..

29.

There are protocols in place that identify the
level at which the organization will implement
procedures requiring facility managers to peri-
odically provide the status of security meas-
ures implemented.

Page
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EMERGENCY PREPAREDNESS

INTERMEDIATE PRACTICES

If No,

B‘ SECUR'TY STAFFING Yes | No | Implementation

Date

1. There is pre-employment screening for security personnel that
includes criminal background checks, if indicated by facility

policy.

2. There is an emergency security-staffing plan that includes pro-
tocols for staff recall, employee travel, vacation and leave
cancellations.

3. There is a protocol in place assigning personnel at critical
facilities to assist with security duties (e.g. monitoring person-
nel entering the facility, checking vehicles entering the facility,
patrolling the area regularly, efc.).

4. There is a protocol in place to shut down facilities and oper-
ations impacted by security emergencies in accordance with
contingency plans.

5. There is a protocol in place to reduce staffing at high-risk
faciliies to lowest possible levels or shut them down entirely.

6. There is evidence that when determining security sfaffing, the
following is considered:

a. Security staffing levels should not be based solely on square
footage, but should consider crime rafes, hazard vulnerabili-
ty analysis, overall value of assets, special services
required, levels of enforcement and community concerns.
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EMERGENCY PREPAREDNESS

INTERMEDIATE PRACTICES

If No,

C. SECUR'TY RESPONSE Yes | No | Implementation

Date

1. There are protocols in place regarding:

a. Prosecution of criminal offenses against the organization;

b. Governance of security response to sfaff, patients, and
visitors;

c. General response protocols for security staff that define
their authority.

2. There are job action sheets for the security department outlin-
ing security staff roles in the facility’s Incident Command
System (ICS) and sfaff is trained accordingly.

3. There are protocols in place to assure security officers peri-
odically check perimeter fencing and critical facilities while
staying in communication with on-site personnel via two-way
radio.

4. There are protocols to routinely check existing security meas-
ures such as fencing, locks, camera surveillance, efc. to
assure they are in proper working order.

5. There are profocols for infant security and incident response.

6. There are measures in place at the facility to identify areas
where explosive devices could be hidden.

7. There are security protocols that address handling the media

and/or VIPs.

8. There are protocols in place that prohibit radio conversations
regarding sensitive fopics.
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EMERGENCY PREPAREDNESS

INTERMEDIATE PRACTICES

D. IDENTIFICATION

Yes

If No,
Implementation
Date

1. There is evidence that identification procedures for visitors,
vendors and confractors are in place and include:

a. Visitor badge/pass that identifies where visitors, vendors
and confractors may fravel within the facility.

2. There is evidence that identification procedures for employ-
ees, physicians and volunteers are in place and include:

a. ID cards that include a photo, wearer's name, depart-
ment and fitle or credentials (i.e. MD, RNJ;

b. An enforcement procedure to ensure ID is worn af all
fimes. Exceptions are when wearing the ID would put
the employee at risk for injury, in which case the ID must
be carried:

c. Procedures employees follow when the arrive at facility
without their ID;

d. Procedures for lost/stolen ID;

e. Procedures for return of ID upon separation from employment;

f. Restriction of access to sensitive areas defined by the
facility (e.g. mother/infant, pharmacy, lab);

g. Protocol addressing access restriction for ferminated
employees;

h. Profocol requiring that resigned or terminated employees
furn in equipment, access cards and keys at fime of fermi-
nation/resignation;

i. Profocol identifying who is authorized to create identifica-
fion and addresses the handling and storage of blank
and terminated identification.

3. There is a profocal in place to account for all employees dur-
ing a crisis.
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EMERGENCY PREPAREDNESS

INTERMEDIATE PRACTICES

D. IDENTIFICATION Conr'p.

Yes

No

If No,
Implementation
Date

4.

There is evidence that visitors are advised that
the badge/pass they receive restricts the areas
they may access.

There is evidence that visitors are advised that
their pass/badge must be visible at all times.

There is evidence that outpatient identification
is different from visitor ID.

There is evidence that vendor badges/ passes
are very distinct from all others.

There is evidence that contractor’s badges are dif-
ferent from all others. They may be different for
daily versus weekly contractors.

9.

There is evidence that visitor identification
includes sign-in procedures.

10. There is evidence that all vendors and/or con-

tractors report to a central area to obtain a
pass/badge and indicate where they are

going.

11. Security requires all vendors and/or contrac-

tors leave a driver’s license at sign-in to be
retrieved as they leave the site.

12. Vendors or contractors that visit on a regular

basis have photo ID, the cost of which is cov-
ered by the vendor.

13. There are protocols that address consequences

for employees who fail to carry/show ID.
Consequences may include:

a. Supervisors are contacted to authorize staff
that attempt to enter without ID;
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EMERGENCY PREPAREDNESS

INTERMEDIATE PRACTICES

D. IDENTIFICATION contp.

Yes

If No,
Implementation
Date

b. Staff and physicians that do not have ID
must sign a log book;

c. Staff/physicians who refuse to show ID are
reported to department head and adminis-
tration;

d. After three incidents, staff member must be
reported to the department head or admin-
istration; and/or,

e. After three incidents, staff are suspended.

14.

There is evidence that identification procedures
for employees, physicians and volunteers
include a protocol regarding handling of indi-
viduals in areas where they are not author-
ized.

,5.

There is evidence that staff is advised that if
visitors are found without a pass/ badge they
must be escorted to security.
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EMERGENCY PREPAREDNESS

INTERMEDIATE PRACTICES

E. SEARCHES

Yes

No

If No,
Implementation
Date

1. There is a profocal in place regarding:

a.

The inspection and control of facility security vehicles;

b.

Searches of suspicious packages and persons. Protocols
should clearly define what characterizes a person/pack-
age as suspicious;

. Searches of employee packages or lockers;

. The inspection of all vehicles entering critical facilities,

including cargo areas, undercarriage, glove compart-
ments and other areas where dangerous items could be
concealed:

. The inspection of all packages carried by visitors - includ-

ing the posting of signs informing individuals that their
persons/ package(s) may be searched af the facilities dis-
cretion.
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EMERGENCY PREPAREDNESS

INTERMEDIATE PRACTICES

If No,

F' TRAI NING Yes | No | Implementation

Date

1. There is documentation that indicates that all new security
employees have received new employee and departmental
orientation.

2. There is evidence of perfinent annual fraining programs for
security staff (e.g. handcuffs, use of physical force,
weapons, aggressive behavior, physical security).

3. There is evidence that security staff receive regular fraining,
which includes:

a. Threat assessments:

b. National threat levels;

c. WMD awareness as well as task specific training based
on their roles in emergency response (e.g. PPE training if
they are required to wear equipments in the event of bio-
logical release or if they participate in decontamination);

d. Specific responsibilities related to emergency management;

@

Security policies, procedures and appropriafe responses.

4. There is evidence that security staff is evaluated for compe-
tency.

5. There is evidence that security staff exercise/drill based on
their role in emergency response plans (e.g. fire, bomb
threats, biological threats, suspicious mail, evacuation,
employee recall lists).

6. There is evidence that security staff have tested ifs role in
emergency response plans with local law enforcement,
bomb squad, fire department, efc.

7. A security orientation must be provided to all new employ-
ees, vo|unteers, efc.

8. There is evidence that senior security staff members mentor
new security officers.
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EMERGENCY PREPAREDNESS

INTERMEDIATE PRACTICES

If No,

Fo TRAINING conmnuep Yes | No | Implementation

Date

Q. There is training in place for mailroom and receiving staff to
identify suspicious packages.

10. There is evidence that training includes search-
ing of packages, patients, visitors and staff.

11. There is evidence that security staff is trained
to inspect vehicles.

12, There is evidence that security training is
developed and based on the recommendations
of the International Association of Health Care
Safety and Security (IAHSS) programs.

13. There is documented ongoing security aware-
ness training for every employee.
(Suggestion: Could be done at a departmental
level.)
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EMERGENCY PREPAREDNESS

INTERMEDIATE PRACTICES

G. ACCESS

Yes

No

If No,
Implementation
Date

VISITORS

1, Protocols are in place to limit or restrict the number of visitors
fo patients in inpatient areas. Profocol allows for case-by-
case exceptions.

2. Profocols are in place that indicate the facility, during increased
threat levels, considers using only one entrance for all visitors,
and ensures that visitor protocols are strictly enforced.

3. Protocols are in place for refusal of access to people who
do not have positive identification or do not have a legiti-
mate need fo enter the site.

4. Profocols are in place to identify the owners of all vehicles at
critical facilities and remove all vehicles whose owners have
not been identified.

5. There is evidence that the facility requires appro-
priate departments to report to a central location
and escort all vendors to prevent them from wan-
dering (i.e. pharmaceutical vendors are known to
wander floor to floor and leave samples).

6. There is evidence that security staff is notified
at least 24 hrs in advance of when contractors
will be working in the facility.

a. For emergency contractor access, security is noti-
fied immediately after call is made to request
contractor provide emergency assistance.

7. There are signs posted in the emergency
department indicating that the number of visi-
tors will be limited for security or other rea-
sons so that patients and visitors know that
staff is not imposing arbitrary limitations on
visitors.
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EMERGENCY PREPAREDNESS

INTERMEDIATE PRACTICES

If No,

Go ACCESS conmnuep Yes | No | Implementation

Date

8. There are signs posted at appropriate locations
of the facility noting visiting hours, access
requirements, trespassing, efc.

9. There are signs posted at points of access to
instruct contractors/vendors etc. that they must
coordinate their access with specific depart-
ments, i.e. media with public relations and con-
tractors with maintenance/facilities.

10. There is evidence that the facility evaluates if
and/or when to limit use of public areas and
conference facilities by outside organizations.

11. There is evidence that the facility limits visita-
tion and confirms that every visitor is author-
ized to be in a critical facility. All unidentified
visitors should be escorted while in critical
facilities.

DELIVERIES

1. There are profocols regarding deliveries during and
after normal working hours.

2. There are profocols in place regarding appropriate
limitation or control of access to the loading dock.

3. There is evidence that the facility has assessed the
impact of travel restrictions on deliveries.

4. There is evidence of monitoring and securing of
the dock area via security staff, gates, cam-
eras, efc.

5. There is evidence that flower deliveries must to
be made to one location (i.e. lobby) and
require volunteers deliver.
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EMERGENCY PREPAREDNESS

INTERMEDIATE PRACTICES

Go ACCESS conmnuep

Yes

No

If No,
Implementation
Date

DELIVERIES CONTINUED

6.

There is evidence that the facility requires food
delivered from the outside be delivered to one
specific location and employees must report to
that location to pick up.

There is evidence that the facility requires that
all packages (i.e. UPS, Fed-Ex) be delivered to
one central location and internal delivery made
by employees.

There is evidence that the facility allows only
emergency deliveries after 4:30 PM, or
requires after-hours deliveries go to security.

EMPLOYEES

1.

There are profocols regarding key issuance and confrol.

2.

Procedures are in place fo terminate access to voice mail, e
mail and health information and patient accounting systems
upon employee termination.

. There is a protocol for transporting staff in an emergency.

There is evidence that staff has been educated regarding
fravel ban restrictions established by the state police and are
aware that ID is required if traveling.

The following exist, if there is a closed circuit
TV system:

a. Protocol for monitoring by security staff;

b. Training program for staff operating/moni-
toring; and,

c. Protocols for the use and testing of the system.

There are protocols in place for use, response
and testing of a panic alarm system, if in use.
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EMERGENCY PREPAREDNESS

INTERMEDIATE PRACTICES

If No,

Go ACCESS connnuep Yes | No | Implementation

Date

RESTRICTING ACCESS

1. There is evidence that signs are posted at the entrance of
restricted or sensitive areas indicating “Unauthorized
Personnel Not Permitied” or “Authorized Personnel Only.”

2. There is evidence that the following have been evaluated for
security risks: Nuclear Medicine, Interventional Radiology,
Microbiology Lab, Power Plant, Water System, Pressurized
Casses, Blood Supply.

3. There is evidence of a security profocol that addresses vehic-
ular access to emergency care areas.

4. Profocols are in place and fested to rapidly shut down
access fo portions of the entire facility.

5. Protocols are in place indicating when to limit the number of
facility access points.

6. Protocols identify appropriate times or events during which to
reduce site ingress and egress points fo an absolufe minimum.

7. There is evidence of an access control profocol for emergencies.

8. Profocols exist to, in coordination with law enforcement,
extend the building perimeter in an emergency.

Q. Protocols exist to, in coordination with law enforcement, dis-
fance vehicle checkpoints in an emergency.

10. Protocols are in place to ensure that employees do not prop
access confrol points (doors/windows| open.

11. Profocols are in place to dictate when to request assistance
from the local law enforcement agencies in securing the
facility and access.

12. There is evidence the facility has evaluated transportation
routes and parking areas to determine whether the routes
allow contact with sensitive areas. Barriers are erected to
block access as appropriate to the situation.
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EMERGENCY PREPAREDNESS

INTERMEDIATE PRACTICES

Go ACCESS connnuep

Yes

If No,
Implementation
Date

RESTRICTING ACCESS CONTINUED

13. There are protocols for crowd and traffic control in an emer-
gency.

14. There is evidence that the facility has created an emergency
traffic plan with local law enforcement.

15. There is evidence that medical gases are secured.

16. Protocols are in place fo identify locations and defermine
safe distances of US Postal and other delivery mailboxes.

17. Protocols are in place to secure all emergency generators
and identify areas served.

18. Protocols are in place to identify and secure air handling
units, air intake units, their location and areas served.

19. There are protocols in place to insure access
integrity in the event of a power failure, if an
electronic access control system is in use.

20. There is evidence that a rapidly deployable
method for blocking all vehicular traffic into
and out of a facility is in place.

21. The following exist, if metal detectors are in use:

a. Training for staff;

b. Protocols regarding who will be required to
pass through;

¢. Protocols outlining appropriate action if
alarm is activated;

d. Protocols identifying security’s response to a
person’s refusal to pass through metal detector;

e. A policy identifying security’s response to a
person’s refusal to comply with any part of
policy regarding the metal detector;
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EMERGENCY PREPAREDNESS

INTERMEDIATE PRACTICES

Go ACCESS connnuep

Yes

If No,
Implementation
Date

RESTRICTING ACCESS CONTINUED

f. Policies are in place and staff is trained to
respond to weapons or potential weapons
brought in by patients, visitors, staff, local
law enforcement and prison guards.

22, The facility has identified when/where to erect
barriers to block access to sensitive areas dur-
ing increased threat levels.

23. There is evidence that security personnel have
coordinated with local law enforcement to gain
an understanding of which transportation routes
may be blocked during a red threat level.

a. Determine how traffic will be controlled.

b. Determine facilities responsibility to provide
support to control traffic flow.

24, There is evidence that the access control sys-
tem controls access of outpatient areas into
the facility.

25. There is evidence that the facility assures ter-
minations occur only when human resource
representatives are present rather than 24/7.

26. There is evidence that the facility requires that
human resources notify security daily on a con-
current basis of all terminations or resignations
so that security may restrict access accordingly.

27. There is evidence that the facility requires that
one department be responsible for terminating
access to all information/phone systems as
well as access to the facility.

28. There is evidence that the facility uses a stan-
dardized form/checklist of steps to be taken
for controlling terminated employee access.
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EMERGENCY PREPAREDNESS

INTERMEDIATE PRACTICES

Go ACCESS conmnuep

Yes

No

If No,
Implementation
Date

RESTRICTING ACCESS CONTINUED

29,

There is evidence that the facility assures that
all personal, company and contractor vehicles
at critical facility sites be secured and parked
legally and at a distance from critical areas.

30.

There is evidence that the facility has evaluat-
ed and plans to erect more barriers to control
direction of traffic flow and protect the facility
by strategically positioning heavy company
vehicles.

31.

There is evidence that the facility has installed
collision barriers as needed, according to a
hazard vulnerability analysis.

32,

There are protocols to identify when to verify
that all incoming vehicles and people are
authorized and that to the extent possible all
vehicles, people, mail, packages, brief cases,
etc., are checked entering and leaving the site
and placards are placed on visiting vehicles
indicating they have been checked by security.
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EMERGENCY PREPAREDNESS

INTERMEDIATE PRACTICES

H. CYBER SECURITY

Yes

No

If No,
Implementation
Date

. There is evidence that the organization has a designated

individual to coordinate the cyber security program.

There are cyber security standards and guidelines that include:

a. A data clossification scheme that requires specific securi-
ty measures based on the crificality of data and the risks
that unauthorized access or modification would pose.
The more crifical the data, the more stringent security pre-
cautions should be employed.

b. Restricting access to information that could aid terrorists.

c. An asset classification scheme that requires specific secu-
rity measures based on the risk of unauthorized access or
damage to the asset or property.

There is regular monitoring of these standards for compliance.

There are unique user IDs and passwords and periodic pass-
word changes are required.

. There are limited users with unresfricted or superuser privileges.

There are monitored processes for removing terminated users.

There is a process to modify access controls when users
change jobs.

. There are secure measures (VPN, SSL, efc.) for employees or

confractors with connectivity to the network via the Infernet.

Q.

There are firewalls to restrict access from the Internet.

10. There is monitoring for unauthorized access points

(modems, access points (wireless), remote control software).

11

. There are procedures for what to do when an unauthorized

affempt occurs, that includes reporting, domage assessment,
remediation and follow up.
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EMERGENCY PREPAREDNESS

INTERMEDIATE PRACTICES

H. CYBER SECURITY conro.

Yes

If No,
Implementation
Date

12. There are hardening procedures (limit computer services and
functionality to that which is needed) used by system and net
work administrators for crifical computer systems and processes.

13. There are security patches applied within reasonable timeframes.

14. There is anfivirus software on network-connected systems with
timely updates to virus definition files, where appropriafe.

15. There are browser seftings that detect and alert users for
unauthorized access to users’ machines.

16. If the organization has Web-based mission critical applica-
fions, the data and the ability to process transactions is fully
protected from direct access on the Web site.

17. There are regular backups performed and offsite storage
for mission critical backups.

18. There is an information assurance program fo monitor com-
pliance with security policies.

19. There are periodic computer vulnerability assessments per-
formed on internal systems and for Internet connectivity as
defined by HIPAA or subsequent fo changes in infrastructure.

20. There is assurance that outsourced service providers comply
with the organization’s security policies, standards and pro-
cedures for access to crifical systems and processes. There
is a signed business associates’ agreement for every out-
sourced service provider.

21. There are business continuity/disaster recovery
plans for mission critical processes, and they
are tested/updated regularly.

22, Computer, server and telecom rooms, data
closets, routers and hubs are secured.

23. There is evidence that organizations:

a. Conduct a cyber-security training and
awareness program.
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EMERGENCY PREPAREDNESS

INTERMEDIATE PRACTICES

If No,

H. CYBER SECUR'TY Cont’p.| Yes | Ne Implementation

Date

b. Participate in professional organizations and
liaison with state and federal law enforce-
ment as well as other cyber-security-related
agencies to remain aware of security trends
and threats.

c. Test the strength of users’ passwords.

d. Create measures (host-based intrusion detec-
tion, access lists, etc.) to detect unauthorized
activity on critical servers.
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EMERGENCY PREPAREDNESS

ADVANCED PRACTICES

Advanced Pracfices represent profocols and/or actions that facilities may wish fo put in place fo further improve
upon security preparedness and achieve the highest level of NJDHSS' increased level of security preparedness.
Many of these recommendations may require significant capital expenditures and are presented here for future
reference or evaluation only. (Advanced Practices highlighted in bold and italics are measures that we have
added to the Basic and Intermediate Practices).

If No,

A. GENERAL Yes | No | Implementation

Date

1. There is a writlen policy identifying an individual, designat-
ed by leadership, to coordinate the development, implemen-
fation and monitoring of Security Management activities.

2. There is a current hazard vulnerability analysis (HVA) that is
reviewed/revised at least annually, or at regular intervals.

3. There is evidence that there is a plan to improve those areas
of the HVA that the facility has identified as requiring
improvement.

4. There is evidence of proactive risk assessments that evaluate
the potential adverse impact of the external environment on
the security of patients, visitors and staff.

5. There is evidence that protocols are developed and imple-
mented fo minimize the impact of the risks identified through
risk assessments.

6. There is a system in place to alert all staff to the current
Department of Homeland Security (DHS) threat level.

7. There is a clear explanation provided to staff regarding
what the DHS threat level means and the appropriate
action(s) to be taken.

8. There are protocols in place defining steps to be faken at
heightened threat levels.

Q. There are profocols in place and staff is trained regarding
protocols for handling suspicious packages and/or mail.

10. There are protocols in place for employees to report suspi-
cious acfivities.
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EMERGENCY PREPAREDNESS

ADVANCED PRACTICES

If No,
A GENERAL Yes | No | Implementation
° CONTINUED
Date
11. There are protocols in place regarding infernal emergency
or security threat communications within the organization
and with local law enforcement.
12. There are profocols in place outlining security incident
response and reporting procedures.
13. There is evidence that security codes and policies are readi-
ly accessible, 24/7, in every department (e.g. posted in
employee areas).
14. There is a forensic policy in place.
15. There is a protocol in place to address theft of or missing
narcofics.
16. There is evidence that security plans exist and are re-
assessed af regular intervals.
17. There are emergency telephone numbers for police, fire,
health, OEM and sfafe hotlines posted prominently in areas
deemed appropriate [i.e. ED, security, efc.).
18. I the facility operates a closed circuit TV security system, the
following exist:
a. A profocol to address covert camera monitoring
b. Monitoring of high-risk areas
c. Recording capabilities
d. Support by emergency power
19. There is evidence that local law enforcement was involved in
the preparation of the facilities hazard vulnerability analysis.
20. There are protocols in place that indicate the need, at spe-
cific threat levels, to review or evaluate the need for:
a. Operations plans;
b. Personnel assignments;
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EMERGENCY PREPAREDNESS

ADVANCED PRACTICES

Ao GENERAL conmnuep

Yes

No

If No,
Implementation
Date

c. logistical requirements;

d. 24/7 security of crifical faciliies using either contract or
company personnel;

e. Restriction of access to essential personnel only af crifical
facilities;

f. Profocols governing the use of force and pursuit (as
appropriate] with security personnel.

. There are protocols, if applicable, that include advising

employees working alone at remote locations to check in
with security periodically.

22.

There is evidence that staff is advised not to speak to out-
siders concerning the facility or its operation and fo report
the presence of unknown suspicious persons, vehicles
and/or mail.

23.

There are procedures in place to ensure:

a. Appropriate employees are aware of terror alert advi-
sories issued by the New Jersey Office of
Counterterrorism (OCT) and other agencies;

b. The implementation of appropriate measures.

24.

There is documented monitoring of compliance with security
codes through tesfing. (i.e. lockdown / bomb threat, efc.).

25.

There is evidence that the organization has a copy of the local
OEM's emergency plans or documented proof of request.

206.

There are protocols in place o hold managers accountable
for an employee’s lack of compliance with or violation of
security protocols.

27.

There are protocols in place to advise local law enforce-

ment of any upgraded security measures resulting from an
elevation of the threat level, that would impact their ability
fo respond fo your facility.
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EMERGENCY PREPAREDNESS

ADVANCED PRACTICES

Ao GENERAL conmnuep

Yes

No

If No,
Implementation
Date

28. There are protocols in place fo re-evaluate the surrounding
area fo defermine if activities near a critical facility could
create hazards that could affect the facility.

29. There are profocols in place that idenfify the level at which
the organization will implement procedures requiring facility
managers to periodically provide the sfatus of security meas-
ures implemented.

30. There is evidence that the facility has partici-
pated in the FBl’s Security Awareness Program
concerning awareness to national security
issues.

31. There is evidence that the facility is utilizing
the American Society of Industrial Security’s
(ASIS) security checklists, peer review audits
and other bench marking processes and
strategies to continually review and improve
security standards, policies and practices.

32. There is evidence that the facility has imple-
mented a parking plan to:

a. Move automobiles and other non-stationary
items at least 30 yards from critical facilities,
particularly buildings and sensitive areas,
unless doing so would create a safety haz-
ard or impede other security;

b. Implement a centralized parking and shut-
tle-bus service where feasible; and,

c. Implement increased number and frequency
of vehicular campus patrols.
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EMERGENCY PREPAREDNESS

ADVANCED PRACTICES

B. SECURITY STAFFING

Yes

No

If No,
Implementation
Date

. There is preemployment screening for security personnel that

includes criminal background checks, if indicated by facility
policy.

. There is an emergency security-staffing plan that includes

protocols for staff recall, employee travel, vacation and
eave cancellations.
| llat

. There is a profocol in place assigning personnel at critical

facilities o assist with security duties. (e.g. monitoring per-
sonnel entering the facility, checking vehicles entering the
facility, patrolling the area regularly, efc.).

There is a profocal in place to shut down facilities and oper-
afions impacted by security emergencies in accordance with
contingency plans.

. There is a profocol in place to reduce staffing at high-risk

facilities to lowest possible levels or shut them down entirely.

. There is evidence that when defermining security staffing, the

following is considered:

a. Security staffing levels should not be based solely on square
footage, but should consider crime rafes, hazard vulnerabili-
ty analysis, overall value of assets, special services
required, levels of enforcement and community concemns.

There is 24/7 camera and staff monitoring of
main pedestrian entrance.
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EMERGENCY PREPAREDNESS

ADVANCED PRACTICES

If No,

C. SECUR'TY RESPONSE Yes | No | Implementation

Date

1. There are protocols in place regarding:

a. Prosecution of criminal offenses against the organization;

b. Governance of security response fo staff, patienfs and
visitors;

c. General response protocols for security staff that define
their authority.

2. There are job actfion sheets for the security department outlin-
ing security staff roles in the facility’s Incident Command
System (ICS) and sfaff is trained accordingly.

3. There are protocols in place to assure security officers period-
ically check perimeter fencing and critical facilities while stay-
ing in communication with on-site personnel via two-way
radio.

4. There are profocols fo routinely check existing security meas-
ures such as fencing, locks, camera surveillance, efc. to
assure they are in proper working order.

5. There are protfocols for infant security and incident response.

6. There are measures in place to identify areas where explo-
sive devices could be hidden.

7. There are security profocols that address handling the media

and/or VIPS.

8. There are protocols in place that prohibit radio conversations
regarding sensitive fopics.
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ADVANCED PRACTICES

If No,

Do IDENTIFICATION Yes | No | Implementation

Date

1. There is evidence that identification procedures for visitors,
vendors and confractors are in place and include:

a. Visitor badge/pass that identifies where visitors, vendors
and confractors may fravel within the facility.

2. There is evidence that identification procedures for employ-
ees, physicians and volunteers are in place and include:

a. ID cards that include a photo, wearer's name, depart-
ment and fitle or credentials (i.e. MD, RNJ;

b. An enforcement procedure to ensure ID is worn af all
fimes. Exceptions are when wearing the ID would put
the employee at risk for injury, in which case the ID must
be carried:

c. Procedures employees follow when the arrive at facility
without their ID;

d. Procedures for lost/stolen ID;

e. Procedures for retum of ID upon separation from employment;

f. Restriction of access to sensitive areas defined by the
facility (e.g. mother/infant, pharmacy, lab);

g. Protocol addressing access restriction for terminated
employees;

h. Profocol requiring that resigned or terminated employees
furn in equipment, access cards and keys at fime of fermi-
nation/resignation;

i. Protocol identifying who is authorized to create identifica-
tion and addresses the handling and storage of blank
and terminated identification.

3. There is a profocol in place to account for all employees
during a crisis.

4. There is evidence that visitors are advised that the badge/
pass they receive restricts the areas they may access.
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EMERGENCY PREPAREDNESS

ADVANCED PRACTICES

D. IDENTIFICATION contp.

Yes

No

If No,
Implementation
Date

There is evidence that visitors are advised that their
pass/badge must be visible at all times.

There is evidence that outpatient identification is different
from visitor ID.

There is evidence that vendor badges/passes are very dis-
finct from all ofhers.

. There is evidence that confractor’s badges are different from

all others. They may be different for daily versus weekly
confracfors.

There is evidence that visitor identification includes sign-in
procedures.

. There is evidence that all vendors and/or contractors report

fo a central area to obtain o pass/badge and indicate
where they are going.

. Security requires all vendors and/or contractors leave a dri-

ver's license at signin fo be retrieved as they leave the site.

. There is evidence that vendors or contractors that visit on a

regular basis have photo ID, the cost of which is covered
by the vendor.

. There are protocols that address consequences for employ-
ees who fail to carry/show ID. Consequences may include:

a. Supervisors are contacted to authorize staff that attempt
to enter without ID;

b. Staff and physicians that do not have ID must sign a log
book:

c. Staff/physicians who refuse to show ID are reported fo
department head and administration;

d. Affer three incidents, staff member must be reported to
the department head or administration; and/or,
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ADVANCED PRACTICES

If No,

Do IDENTIFICATION conrp. | Yes | Ne | Implementation

Date

e. After three incidents, staff are suspended.

14. There is evidence that identification procedures for employ-
ees, physicians and volunteers include a protocol regarding
handling of individuals in areas where they are not author-
ized.

15. There is evidence that staff is advised that if visitors are
found without a pass/badge they must be escorted to secu-

rity.
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ADVANCED PRACTICES

E. SEARCHES

Yes

No

If No,
Implementation
Date

1. There is a profocal in place regarding:

a.

The inspection and control of security vehicles.

b.

Searches of suspicious packages and persons. Profocols
should clearly define what characterizes a person/pack-
age as suspicious.

. Searches of employee packages or lockers.

. The inspection of all vehicles entering critical facilities,

including cargo areas, undercarriage, glove compart-
ments and other areas where dangerous items could be
concealed.

. The inspection of all packages carried by visitors - includ-

ing the posting of signs informing individuals that their
persons/ package(s) may be searched af the facilities dis-
cretion.

2, There is a plan to implement weapons screen-
ing checkpoints at entrances.
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ADVANCED PRACTICES

If No,

F. TRAINING Yes | No | Implementation

Date

1. There is documentation that indicates that all new security
employees have received new employee and departmental
orientation.

2. There is evidence of pertinent annual training programs for
security staff (e.g. handcuffs, use of physical force,
weapons, aggressive behavior, physical security).

3. There is evidence that security staff receive regular training,
which includes:

a. Threat assessments;

b. National threat levels;

c. WMD awareness as well as fask specific training based
on their roles in an emergency response (e.g. PPE frain-
ing if they are required fo wear equipments in the event
of biological release or if they participate in decontami-
nation);

d. Specific responsibilities related to emergency management;

e. Security policies, procedures and appropriafe responses.

4. There is evidence that the competency of security staff has
been evaluated.

5. There is evidence that security staff exercise/drill based on
their role in emergency response plans (e.g. fire, bomb
threats, biological threats, suspicious mail, evacuation,
employee recall lists).

6. There is evidence that security staff have tested their role in
emergency response plans with local law enforcement,
bomb squad, fire department, etc.

7. There is evidence that a security orienfation is provided for
all new employees, volunteers, efc.

8. There is evidence that senior security staff members mentor
new security officers.
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ADVANCED PRACTICES

If No,

F. TRAINING ConNT'D Yes | No | Implementation

Date

Q. There is training in place for mailroom and receiving sfaff to
identify suspicious packages.

10. There is evidence that training includes searching of pack-
ages, patients, visitors and staff.

11. There is evidence that security sfaff is trained fo inspect vehi-
cles.

12. There is evidence that security fraining is developed and
based on the recommendations of the International
Association for Healthcare Security and Safety (IAHSS) pro-

grams.

13. There is documented ongoing security awareness fraining
for every employee. (Suggestion: Could be done at a
departmental level.)
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ADVANCED PRACTICES

If No,

G PS ACC ESS Yes | No | Implementation

Date
VISITORS

1. Protocols are in place to limit or restrict the number of visitors
fo patients in inpatient areas. Protocol allows for case-by-
case exceptions.

2. Protocols are in place that indicate the facility, during increased
threat levels, considers using only one entrance for all visitors,
and ensure that visitor profocols are sfrictly enforced.

3. Profocols are in place for refusal of access to people who
do not have positive identification or do not have a legiti-
mate need fo enter the site.

4. Protocols are in place to identify the owners of all vehicles at
critical facilities and remove all vehicles whose owners have
not been identified.

5. There is evidence that the facility requires appropriate
departments to report fo a central location and escort all
vendors fo prevent them from wandering (i.e. pharmaceuti-
cal vendors are known to wander floor to floor and leave
samples).

6. There is evidence that security staff is nofified at least 24 hrs
in advance of when confractors will be working in the facility.

a. For emergency contractor access, security is notified
immediately after call is made fo request contractor pro-
vide emergency assistance.

7. There are signs posted in the emergency department indicat-
ing that the number of visitors will be limited for security or
other reasons so that patients and visitors know that sfaff is
not imposing arbitrary limitations on visitors.

8. There are signs posted at appropriate locations of the facility
noting visiting hours, access requirements, frespassing, etc.

9. There are signs posted af points of access to instruct confrac-
tors/vendors etc. that they must coordinate their access with
specific departments, i.e. media with public relations and
contractors with maintenance /facilities.
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ADVANCED PRACTICES

Go ACCESS connnuep

Yes

If No,
Implementation
Date

VISITORS CONTINUED

10. There is evidence that the facility evaluates if and/or when
fo limit use of public areas and conference facilities by out-
side organizations.

11. There is evidence that the facility limits visitation and confirms
that every visitor is authorized to be in a crifical facility. Al
unidentified visitors should be escorted in critical facilities.

DELIVERIES

1. There are protocols regarding deliveries during and after
normal working hours.

2. There are protocols in place regarding appropriate limitation
or control of access to the loading dock.

3. There is evidence that the facility has assessed the impact of
travel restrictions on deliveries.

4. There is evidence of moniforing and securing of the loading
dock area via security staff, gate, cameras, efc.

5. There is evidence that flower deliveries must be made to one
location (i.e. lobby) and require volunteers deliver.

6. There is evidence that the facility requires food delivered
from the outside be delivered to one specific location and
employees must report fo that location to pick up.

7. There is evidence that the facility requires that all packages
li.e. UPS, Fed-Ex) be delivered to one central location and
internal delivery made by employees.

8. There is evidence that the facility allows only emergency
deliveries after 4:30 PM, or requires afterhours deliveries go
to security.

EMPLOYEES

1. There are protocols regarding key issuance and control.
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ADVANCED PRACTICES

Go ACCESS conmnuep

Yes

No

If No,
Implementation
Date

2. Procedures are in place fo terminate access to voice mail, e
mail and health information and patient accounting systems
upon employee fermination.

3. There is a profocoal for transporting staff in an emergency.

There is evidence that staff has been educated regarding
fravel ban restrictions established by the state police and are
aware that ID is required if fraveling.

. The following exist, if there is a closed circuit TV system:

a. Protocol for monitoring by security staff;

b. Training program for staff operating/monitoring;

c. Protocols for the use and testing of the system.

There are protocols in place for use, response and testing of
a panic alarm system, if in use.

RESTRICTING ACCESS

1.

There is evidence that signs are posted af the enfrance of
restricted or sensitive areas indicating “Unauthorized
Personnel Not Permitted” or “Authorized Personnel Only.”

2. There is evidence that the following have been evaluated for
security risks:  Nuclear Medicine, Interventional Radiology,
Microbiology Lab, Power Plant, Water System, Pressurized
Casses, Blood Supply.

3. There is evidence of security protocol that addresses vehicu-
lar access to emergency care areas.

4. Protocols are in place and tested fo rapidly shut down
access fo portions of the entire facility.

5. Profocols are in place indicating when fo limit the number of
facility access points
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ADVANCED PRACTICES

If No,

Go ACCESS conmnuep Yes | No | Implementation

Date

6. Protocols identify appropriate times or events during which to
reduce site ingress and egress points fo an absolute minimum.

7. There is evidence of an access control protocol for emergencies.

8. Profocols exist fo, in coordination with law enforcement,
extend the facility perimefer in an emergency.

Q. Protocols exist to, in coordination with law enforcement, dis-
fance vehicle checkpoints in an emergency.

10. Protocols are in place to ensure that employees do not prop
access confrol points (doors/windows| open.

11. Protocols are in place to dictate when to request assistance
from local law enforcement agencies in securing the facility
and access.

12. There is evidence the facility has evoluated transportation
routes and parking areas to determine whether the routes
allow confact with sensitive areas. Barriers are erected to
block access as appropriate fo the situation.

13. There are protocols for crowd and traffic control in an emer-
gency.

14. There is evidence that the facility has coordinated an emer-
gency traffic plan with local law enforcement.

15. There is evidence that medical gases are secured.

16. Profocols are in place to identify locations and determine
safe distances of US Postal and other delivery mailboxes.

17. Protocols are in place to secure all emergency generators
and identify areas served.

18. Profocols are in place to identify and secure air handling
units, air intake units, their location and areas served.
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ADVANCED PRACTICES

Go ACCESS conmnuep

Yes

No

If No,
Implementation
Date

19.

There are protocols in place fo insure access integrity in the
event of a power failure, if an electronic access control sys-
fem is in use.

20.

There is evidence that a rapidly deployable method for
blocking all vehicular traffic info and out of a facility is in
place.

. The following exist, if metal detectors are in use:

a. Training for staff;

b .Protocols regarding who will be required to pass
through;

c. Protocols outlining appropriate action if alarm is activated;

d. Protocols identifying security’s response to a person’s
refusal to pass through metal detector;

e. A policy identifying security’s response fo a person’s
refusal to comply with any part of policy regarding the
metal detector;

f. Policies are in place and staff is trained to respond to
weapons or potential weapons brought in by patients, vis-
itors, staff, local law enforcement and prison guards.

22.

The facility has identified when/where to erect barriers to
block access to sensitive areas during increased threat levels.

23.

There is evidence that security personnel have coordinated
with local law enforcement fo gain an understanding of
which transportation routes may be blocked during a threat
level red.

a. Determine how traffic will be controlled.

b. Determine facility responsibility to provide support to con-
trol traffic flow.
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ADVANCED PRACTICES

Go ACCESS conmnuep

Yes

No

If No,
Implementation
Date

24.

There is evidence that the access control system controls
access of outpatient areas into the facility.

25.

There is evidence that the facility assures terminations occur
only when human resource representatives are present

rather than 24/7.

206.

There is evidence that the facility requires that human
resources notify security daily on a concurrent basis of all
ferminations or resignations so that security may restrict
access accordingly.

27.

There is evidence that the facility requires that one depart-
ment be responsible for ferminating access to all informa-
tion/phone systems as well as access to the facility.

28.

There is evidence that the facility uses a standardized
form/checklist of steps to be taken for controlling terminated
employee access.

29.

There is evidence that the facility assures that all personal, com-
pany and confractor vehicles af critical facility sites be secured
and parked legally and at a distance from crifical areas.

30.

There is evidence that the facility has evaluated and has a
plan to erect more barriers to control direction of traffic flow
and protect the facility by strategically positioning heavy
company vehicles.

. There is evidence that the facility has insfalled collision barri-

ers as needed, according to a hazard vulnerability analysis.

32.

There are protocols fo identify when fo verify that all incom-
ing vehicles and people are authorized and that fo the
extent possible all vehicles, people, mail, packages, brief
cases, efc., are checked entering and leaving the site and
placards are placed on visiting vehicles indicating they
have been checked by security.

33. There is a plan to install/implement an access

control system that provides an audit trail.
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Go ACCESS connnuep

Yes

If No,
Implementation
Date

34.

There is a plan to add expiration dates to
access cards.

35.

There is a plan to provide security staff at
each access point, if access cannot be limited.

36.

There are protocols in place to cancel or delay
all non-vital facility work conducted by con-
tractor(s) or have facility personnel continuous-
ly monitor the contractor(s) work based on
threat level.

37.

The facility expedites completion of all out-
standing maintenance and capital project
work that could affect the security of facilities
based on threat level.
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ADVANCED PRACTICES

If No,

HQ CYBER SECUR"’Y Yes | No | Implementation

Date

1. There is evidence that the organization has a designated
individual to coordinate the cyber security program.

2. There are cyber security standards and guidelines that include:

a. A data clossification scheme that requires specific securi-
ty measures based on the crificality of data and the risks
that unauthorized access or modification would pose.
The more critical the data, the more stringent security pre-
cautions should be employed.

b. Restricting access to information that could aid terrorists.

c. An asset classification scheme that requires specific secu-
rity measures based on the risk of unauthorized access or
damage to the asset or property.

3. There is regular monitoring of these standards for compliance.

4. There are unique user IDs and passwords and periodic pass-
word changes required.

5. There are limited users with unrestricted or superuser privileges.

6. There are monitored processes for removing ferminated users.

7. There is a process to modify access controls when users
change jobs.

8. There are secure measures VPN, SSL, efc.) for employees or
contractors with connectivity to the network via the Infernet.

Q. There are firewalls to restrict access from the Internet.

10. There is monitoring for unauthorized access points
(modems, access points (wireless), remote control software).

11. There are procedures for what to do when an unauthorized
aftempt occurs, that includes reporting, damage assessment,
remediation and follow up.
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ADVANCED PRACTICES

If No,

H. CYBER SECUR'TY cont’p. | Yes | No | Implementation

Date

12. There are hardening procedures (limit computer services and
functionality to that which is needed) used by system and net
work administrators for critical computer systems and processes.

13. There are security paiches applied within reasonable fimeframes.

14. There is anfivirus software on network-connected systems with
timely updates to virus definition files, where appropriate.

15. There are browser settings that detect and alert users for
unauthorized access fo users’ machines.

16. If the organization has web-based mission critical applico-
fions, the data and the ability to process transactions is fully
protected from direct access on the Web site.

17. There are regular backups performed and offsite storage
for mission critical backups.

18. There is an information assurance program to monitor com-
pliance with security policies.

19. There are periodic computer vulnerability assessments per-
formed on internal systems and for Internet connectivity as
defined by HIPAA or subsequent to changes in infrasfructure.

20. There is assurance that outsourced service providers comply
with the organization’s security policies, standards and pro-
cedures for access to critical systems and processes. There
is a signed business associates” agreement for every out-
sourced service provider.

21. There are business continuity/disaster recovery plans for mis-
sion critical processes, and they are tested/updated regularly.

22. Computer, server and telecom rooms, dafa closefs, routers
and hubs are secured.

23. There is evidence that organizations:

a. Conduct a cybersecurity training and awareness pro-
gram.
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If No,

H. CYBER SECUR'TY cont’p. | Yes | No | Implementation

Date

b. Parficipate in professional organizations and liaison with sfate
and federal law enforcement as well as other cybersecurity-
related agencies to remain aware of securily frends and threats.

c. Test the strength of users’ passwords.

d. Create measures (hostbased infrusion detection, access
lists, efc.) to defect unauthorized activity on critical servers.

24, There is evidence that organizations:

a. Require strong authentication (something
you have in addition to the password)
where appropriate.

b. Encrypt password files.

c. Implement access control and/or encryption
for other sensitive information based on
classification.

d. Employ data encryption when using wireless
connections to networks.

e. Monitor for unauthorized access attempts.

f. Employ intrusion detection to detect unautho-
rized access from the Internet..

g. Employ measures to detect unauthorized
traffic on your network.

h. Have a protocol for reporting any attempted
cyber attacks to relevant authorities.

i. Employ network management systems to
detect failures or unauthorized connections.

j- Require background checks and other types of
screening for employees in sensitive positions.

k. Require background checks for contractors
or consultants with access to critical systems
or sensitive information.
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